CYBER CRIME

Top Tips

Cybercrime can be explained by
breaking it down into two terms;
cyber enabled and  cyber
dependent.

Cyber enabled crime is where
existing and traditional crimes are
transformed in scale or form by
use of the internet. E.g.
Harassment, Blackmail, Youth
Produced Sexual imagery.

Cyber dependent crime is where
the crime can only be
committed online with the use of
technology. E.g. Hacking, Denial
of Service Attacks, Ransomware
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Please note the advice and

risks raised on this leaflet are
not the only factors to
consider. Always do your
own research whether it is
for personal or business
needs.



Backing up your data

e |dentify what needs to be backed up. Test
that your back-ups can be restored. This
can form part of your ‘Disaster recovery
plan” which can be implemented if you
encounter a breach.

Work devices

e Smartphones and tablets are now
supplied to employees and used outside
the safety of the business networks.

e Make sure all devices are set up with a
passcode or PIN.

e Set up the devices so if lost or stolen you
can track and/or remotely wipe. Inform
users of devices to not send sensitive
information whilst connected to public

WIFI.

Malware

e Install approved antivirus software on all
devices.

e Keep software up to date on all devices.
If there is an "auto update’ option make
use of this.

e Consider disabling ports on devices to
prevent external threats.

e Ensure your firewall is switched on. This
will create a buffer zone between your
network and the internet.

Phishing attacks

e Check for signs of phishing within the

emails
e Bad grammar and spelling

e Low quality images and logos

e The sender email address

e The text being added as a photo rather
than written text

e If there is any concern that a breach has
occurred run a scan as soon as possible
and isolate from the network

How do | protect myself?

In today’s world we use the internet in day
to day life for shopping, banking, paying
bills and communicating. The internet
allows us to stay connected at anytime,
anywhere HOWEVER there are risks to be
aware of.
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Public WIFI

e Unless you are using a secure web page

do not send or receive private
information.
e Where possible use commercial hotspot

providers such a BT Open Zone.

Internet Banking

e Do not use unsecured Wi-Fi networks for
banking.

e Keep your banking app updated

e Be aware of emails, texts or even phone



calls claiming to be from your bank.
Fraudsters will tell you there is an issue
with your account and request log in or
other  confidential and  personal
information. A bank will never request

this information.

|dentity theft

e Do not share account information with
others.

e Where possible arrange for paperless
bills and statements.

e Have an effective and up to date antivirus
software running.

Ransomware

e Do not reply or click on links from spam
emails, businesses or individuals you do
not know or recognise.

e Regularly back up your data on an
external hard drive.

e Ensure you have up to date antivirus
system.

Online abuse

e Keep your social media accounts private
and locked down

o Check
especially when apps are updated.

privacy  settings  regularly,

e Make use of the block and reporting
functions available

e Do not reply.

e If the abuse it serious enough to report
to the police try to keep emails,

messages and posts as evidence.

Revenge Porn

e Do not send indecent images of yourself
even when legal to do so.

e Remember that once an image or video
is sent you lose control

e [f you are a victim report it to the Police.

Online dating

e Pick a wusername that cannot be
associated with you.

o Keep personal information private. Stay
in control by not including mobile
numbers and other contact details on
your profile.

e Be aware of the types of people that
could attempt to convince or pressure
you to give personal or financial
information.

e Do research on people you are speaking
to and take your time getting to know

people online.

Passwords

e Use a separate password for every
account you have.

e Make your password strong

» Make it as long as possible

> Include upper and lower case letters

> Include numbers and symbols

e Regularly change your passwords.

e Do not recycle passwords.



First Principle: Related links

Check out all of our Crime Prevention information using the following

links or by using the QR code to take you to the First Principle Pages

Alternatively go to our website at https://www.suffolk.police.uk/ and look

in the 1st Principle A-Z of Crime Prevention.

Allotment Security
Anti-Social Behaviour
ATM Security

Beach Hut Security
Boat Security
Building Site Security
Business Security
Caravan Security
Caravan Storage
Card Security
Catalytic Converters
Church Security

Cold Callers
Commercial CCTV
Counterfeit Banknotes
County Lines Advice for
Landlords

Cyber Crime

Cycle Security
Dangerous Dogs

Dog Fouling

Dog Theft

Domestic CCTV
Domestic Violence
Farm Security

Fraud Prevention
Grooming

Hate Crime

Heating Oil

Home Improvements
Home Security
Home Security for
Tenants

Horses and Stables
Keyless Vehicles

Key Safe Security
Lock Snapping
Mopeds and Scooters
Motorcycle Security
Neighbour Disputes
Occupiers Liability
Personal Security
Power Tool Security
Products Brochure
Rural Crime

Security Alarms
Sheds and Garages
Social Media

Social Media for Parents
Suspicious Behaviour
Shoplifting

Taxi Driver Safety
Vehicle Security
Windows and Doors

Other Links you might
find helpful

Ask the Police

Secured by Design

Sold Secure

Crimestoppers
0800 555 111

Victim Care
0300 303 3705



https://www.suffolk.police.uk/
https://www.suffolk.police.uk/sites/suffolk/files/allotmentsecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fallotmentsecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302691471&sdata=%2FcytDk2%2F0Bd06uSidoPC%2F6%2BE97L%2FkkLV1kBEUoC%2BU6w%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/antisocialbehaviour1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cashmachines1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/beachhutsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/boatshield_v1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/buildingsitesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/smallbusinesssecurityselfassessment1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/caravansecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/caravanstorage.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fcaravanstorage.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302701434&sdata=tgsjcC2YLB4U3sX%2BIBmCFnMe%2Bt%2F8G4krev948vmK%2FRA%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/cardsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/catalyticconvertertheft1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/churchsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/coldcallers1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/commercialcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/counterfeitbanknotes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cybercrime1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cyclesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dangerousdogs1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dogfouling1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/dog_theft.docx.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticviolencepeopleatrisk1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/farmsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/fraudprevention1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/grooming1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/hate_crime_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/heatingoilsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/extendingandrefubishing1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/homesecuritychecklist1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/equinesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/keylesscarandvantheft1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/keysafegoodpractice1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/locksnapping1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/mopedsandscooters.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmopedsandscooters.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=xVipnRDdGvUxe0jOEN7AgkItD9eqp6VDNJcdK%2BQVwWw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/motorcyclesecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmotorcyclesecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=BKdnP4CpAprDUOZwMLnMCP8Njcd8CGm6IjL3L6WnLww%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/neighbourdisputes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/occupiers_liability.pdf
http://www.suffolk.police.uk/sites/suffolk/files/personalsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/powertoolsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/security_product_brochure.pdf
https://www.suffolk.police.uk/sites/suffolk/files/rural_crime_0.pdf
https://www.suffolk.police.uk/sites/suffolk/files/securityalarmsalarmspolicy1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shedandgaragesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/socialmediasafety1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/socialmediaparentsguide1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/reporting_suspicious_behaviour.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shoplifting_3.docx.pdf
https://www.suffolk.police.uk/sites/suffolk/files/taxidrivers.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Ftaxidrivers.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=DNzDiPlxaMEsmCYqSHuJizYgolDUyUcPEKIb3HvZbvs%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/vehiclesecurity_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/replacementwindowsanddoors1.pdf
https://www.askthe.police.uk/content/@1.htm
http://www.securedbydesign.com/
https://www.soldsecure.com/
https://crimestoppers-uk.org/
https://imsva91-ctp.trendmicro.com/wis/clicktime/v1/query?url=http%3a%2f%2fwww.nsvictimcare.org&umid=8BB16A37-8B0A-1405-B695-51799783D05C&auth=76a36a0301cf7179612a4414203a61368905a968-6c34111bc20cd6d98a499f4e434534b0101176c5

