
1 
 

  

      

 

 

 

 

 

 

 

 

Cybercrime, such as unauthorised 

account access, phishing and 

malicious software can have a 

devastating impact on a business.  

Taking a few steps now to review 

your cyber security could save you 

from significant harm in the 

future.   

CYBERCRIME AWARENESS 

FOR SMALL BUSINESSES 

Key points 

Ensure password protection is 

enabled for all devices and use 

Two Factor Authorisation (2FA) 

Use three random words for 

passwords 

Educate staff about cybercrime 

Back up your data regularly 

Keep devices & systems updated 

Install anti-virus software 

Limit staff access to systems so it 

is role specific 

Restrict the use of removable 

media 

Ensure your firewall is enabled 

 

 

 

PREVENT CRIME 

PROTECT COMMUNITIES
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Ensure password protection is 

enabled for all devices and use 

Two Factor Authentication 

(2FA) 

Creating strong and unique 

passwords is the first line of defence 

against unauthorised access.   

All staff should have their own 

personal password protected access 

and sharing of passwords or accounts 

should not be permitted. 

 

 

 

Use Two-Factor Authentication (2FA) 

wherever available and especially for 

sensitive systems.  This involves an 

additional layer of authentication 

such as a code generated on a 

phone, as well as the password.   

 

 

Always change default passwords on 

devices prior to allocating to staff.  

  

 

Use three random words for 

passwords 

Passwords should be unique and 

memorable but not predictable.  

Using three random words is easier to 

remember but harder for a hacker to 

exploit due to the length.  Ensure a 

mixture of upper and lower case 

letters too, as well as numbers and 

random characters.  

 

Fish45TreeTiger£ 

SaidFarm22Luck! 

JamOilBarrow@5 

 

 

Only change passwords if they 



3 
 

become compromised.  Changing 

passwords regularly encourages 

people to simply change a number 

within the password, increasing the 

risk of compromise.   

Consider using password managers 

that will create and store passwords, 

as a secure way for staff to retain 

multiple passwords.  Always ensure 

the password manager has a strong, 

unique password and 2FA.   

 

 

Educate staff about cybercrime 

Phishing involves a scammer sending 

messages to multiple users asking for 

sensitive information such as bank 

details.  

This can be done via email, text 

(SMShing) and voice (Vishing). 

 

 

Staff should be aware to look out for 

indicators that may be a scam 

attempt. These include: poor spelling, 

grammar and construction; being 

addressed generically (ie Dear Friend, 

Colleague etc); offering something 

that sounds too good to be true and 

including a veiled threat such as 

implying you are at risk of crime if you 

do not act urgently.   

 

 

 

The spelling and format of an email 

address, even if only slightly different, 

may also indicate a scam.  Business 

Advice | Take Five (takefive-

stopfraud.org.uk) provides more 

details.   

 

Educate staff not to click on links 

within emails unless they are certain 

of the source as these could take 

them to fraudulent websites or lead 

https://www.takefive-stopfraud.org.uk/advice/business-advice/
https://www.takefive-stopfraud.org.uk/advice/business-advice/
https://www.takefive-stopfraud.org.uk/advice/business-advice/
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to the installation of malicious 

software (malware).  Ensure that there 

is regular refresher training for all 

staff.  

 

 

 

Nurture a culture where staff have the 

confidence to challenge anything 

unusual.  Ensure there is a clear 

process for them to escalate unusual 

requests, even if they appear to come 

from a known contact.  This will also 

ensure you can scan for malware, 

then change passwords immediately 

if required and make a report to 

Action Fraud.     

 

 

 

 

Back up your data regularly 

Identify the essential data that your 

business cannot function without.  

Keep all backups segregated from 

your computer and network.  Make 

use of trusted cloud-based storage 

and ask about additional storage if 

required. Activate automatic backups 

and check if your service offers 

protect from ransomware. 

 

 

 

Test your backups to ensure that they 

work and that the data they hold is 

recent enough to be of use. Include 

links to your backups within your 

disaster recovery plan so it can be 

implemented promptly if you 

encounter a breach.   
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Keep your systems and devices 

updated 

Applying updates (patches) to your 

software and hardware in a timely 

manner is one of the most important 

things you can do to improve your 

organisations cyber security.   

Set your applications, systems and 

devices to automatically download 

and install updates. 

 

 

 

Patches are usually supplied by the 

software/hardware manufacturers.  If 

you have a legacy system that is no 

longer supported by the 

manufacturer, consider replacing it 

with a supported alternative.    

 

 

 

Install anti-virus software 

Most operating system include free 

anti-virus software for computers and 

laptops. As a minimum make sure this 

is switched on with real-time 

protection and kept updated.   

 

 

 

Older Smartphones and tablets may 

require additional anti-virus 

protection.  Please see To AV, or not to 

AV? - NCSC.GOV.UK  for more details. 

 

 

Limit staff access to systems so 

it is role specific 

Employee accounts should be set so 

that only those with a genuine 

business need are able to conduct 

tasks such as installing software or 

configuring systems.  

https://www.ncsc.gov.uk/blog-post/av-or-not-av
https://www.ncsc.gov.uk/blog-post/av-or-not-av
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Apps should only ever be 

downloaded from manufacturer 

approved stores (such as Google Play 

or Apple App Store), where they have 

been checked to provide a level of 

protection from malware that may 

cause harm.  

 

Restrict the use of removable 

media 

It only takes one infected removable 

device to cause significant damage to 

an organisation.  

 

 

Your company policy should include 

a requirement that any removable 

device must be checked and 

approved by the company first.   

Consider physically blocking access 

to the USB port for all non-essential 

users.   

 

Ensure your firewall is enabled 

Most operating systems include a 

firewall (a protective buffer between 

your network and external networks 

such as the internet).  Make sure it is 

switched on.   
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Other points 

Set up mobile devices so if lost or 

stolen you can track their location 

and/or remotely wipe all data from 

them.  

Encrypt portable devices if they 

include sensitive information. 

Inform users of devices not to send 

sensitive information whilst 

connected to public WIFI. 

Ensure staff adhere to a clear 

procedure when processing 

payments to reduce the risk of 

invoice fraud.   

 

Further advice 

This document contains some brief 

information about the key points.  

For more detailed advice please see 

Small Business Guide: Cyber Security - 

NCSC.GOV.UK 

 

 

 

 

Cyber security support 

Norfolk and Suffolk Police offer a 

range of free services to improve the 

cyber security of businesses and 

individuals.  These include general 

awareness, staff training, cyber 

basics review of your systems and 

signposting to nationally approved 

resources.  Please email 

cyberprotect@norfolk.police.uk for 

more information. 

 

The Eastern Cyber Resilience Centre 

is a not-for profit limited company 

staffed by police and funded 

through a mixture of private and 

public money. Sitting alongside the 

existing Police Cyber Protect 

Network, the key objectives are 

raising awareness of cyber risks, 

providing free support and 

guidance, signposting to free tools 

https://www.ncsc.gov.uk/collection/small-business-guide
https://www.ncsc.gov.uk/collection/small-business-guide
mailto:cyberprotect@norfolk.police.uk
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as well as providing affordable 

services to its members with the aim 

of improving business’s cyber 

resilience.  

For more information please visit  

www.ecrcentre.co.uk 

 

 

 

Action if you think you have 

been the victim of cyber 

crime 

 

If you have been the victim of a cyber 

crime, please report it to Action 

Fraud. Reporting fraud and cyber crime | 

Action Fraud or by calling 0300 123 

2040. 

 

Action Fraud is the UK’s national 

reporting centre for fraud and 

cybercrime.  They also provide free 

cybersecurity tools for small 

businesses.  Quad9 and DMARC free 

cybercrime protection | Action Fraud  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.ecrcentre.co.uk%2F&data=04%7C01%7CLucy.Mures%40suffolk.police.uk%7C45f454d60833464b982408d9eaeca91f%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637799126696245253%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=CRa30QitWbruvzYjeqWrSrZeg6IOp65c0Pi7uDuGne4%3D&reserved=0
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://www.actionfraud.police.uk/reporting-fraud-and-cyber-crime
https://www.actionfraud.police.uk/quad9-and-dmarc-free-cybercrime-protection
https://www.actionfraud.police.uk/quad9-and-dmarc-free-cybercrime-protection
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First Principle: Related links 

 

Check out all of our Crime Prevention information using the following 

links or by using the QR code to take you to the First Principle Pages 

Alternatively go to our website at https://www.suffolk.police.uk/ and look 

in the 1st Principle A-Z of Crime Prevention. 

  
Allotment Security 

Anti-Social Behaviour 

ATM Security 

Beach Hut Security 

Boat Security 

Building Site Security 

Business Security  

Caravan Security 

Caravan Storage 

Card Security 

Catalytic Converters 

Church Security 

Cold Callers 

Commercial CCTV 

Counterfeit Banknotes 

County Lines Advice for 

Landlords 

Cyber Crime 

Cycle Security 

Dangerous Dogs 

Dog Fouling 

Dog Theft 

Domestic CCTV 

Domestic Violence 

Farm Security 

Fraud Prevention 

Grooming 

Hate Crime 

Heating Oil  

Home Improvements 

Home Security  

Home Security for 

Tenants 

Horses and Stables  

Keyless Vehicles 

Key Safe Security 

Lock Snapping 

Mopeds and Scooters  

Motorcycle Security 

Neighbour Disputes 

Occupiers Liability 

Personal Security 

Power Tool Security 

Products Brochure 

Rural Crime 

Security Alarms 

Sheds and Garages  

Social Media 

Social Media for Parents 

Suspicious Behaviour 

Shoplifting 

Taxi Driver Safety 

Vehicle Security 

Windows and Doors 

 

 

 

 

 

 

 

 

 

 

Other Links you might 

find helpful 

 

Ask the Police  

Secured by Design 

Sold Secure 

 

Crimestoppers 

0800 555 111 
 

Victim Care 

0300 303 3705 
 

 
  

 

DOMESTIC CCTV 

 

https://www.suffolk.police.uk/
https://www.suffolk.police.uk/sites/suffolk/files/allotmentsecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fallotmentsecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302691471&sdata=%2FcytDk2%2F0Bd06uSidoPC%2F6%2BE97L%2FkkLV1kBEUoC%2BU6w%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/antisocialbehaviour1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cashmachines1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/beachhutsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/boatshield_v1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/buildingsitesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/smallbusinesssecurityselfassessment1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/caravansecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/caravanstorage.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fcaravanstorage.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302701434&sdata=tgsjcC2YLB4U3sX%2BIBmCFnMe%2Bt%2F8G4krev948vmK%2FRA%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/cardsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/catalyticconvertertheft1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/churchsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/coldcallers1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/commercialcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/counterfeitbanknotes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cybercrime1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cyclesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dangerousdogs1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dogfouling1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/dog_theft.docx.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticviolencepeopleatrisk1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/farmsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/fraudprevention1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/grooming1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/hate_crime_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/heatingoilsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/extendingandrefubishing1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/homesecuritychecklist1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/equinesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/keylesscarandvantheft1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/keysafegoodpractice1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/locksnapping1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/mopedsandscooters.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmopedsandscooters.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=xVipnRDdGvUxe0jOEN7AgkItD9eqp6VDNJcdK%2BQVwWw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/motorcyclesecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmotorcyclesecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=BKdnP4CpAprDUOZwMLnMCP8Njcd8CGm6IjL3L6WnLww%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/neighbourdisputes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/occupiers_liability.pdf
http://www.suffolk.police.uk/sites/suffolk/files/personalsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/powertoolsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/security_product_brochure.pdf
https://www.suffolk.police.uk/sites/suffolk/files/rural_crime_0.pdf
https://www.suffolk.police.uk/sites/suffolk/files/securityalarmsalarmspolicy1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shedandgaragesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/socialmediasafety1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/socialmediaparentsguide1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/reporting_suspicious_behaviour.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shoplifting_3.docx.pdf
https://www.suffolk.police.uk/sites/suffolk/files/taxidrivers.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Ftaxidrivers.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=DNzDiPlxaMEsmCYqSHuJizYgolDUyUcPEKIb3HvZbvs%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/vehiclesecurity_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/replacementwindowsanddoors1.pdf
https://www.askthe.police.uk/content/@1.htm
http://www.securedbydesign.com/
https://www.soldsecure.com/
https://crimestoppers-uk.org/
https://imsva91-ctp.trendmicro.com/wis/clicktime/v1/query?url=http%3a%2f%2fwww.nsvictimcare.org&umid=8BB16A37-8B0A-1405-B695-51799783D05C&auth=76a36a0301cf7179612a4414203a61368905a968-6c34111bc20cd6d98a499f4e434534b0101176c5

