
 
 
 
Freedom of Information Request Reference N o: FOI 006894-17 
 
I write in connection with your request for information received by Suffolk Constabulary on the 19 
October 2017 in which you sought access to the following information: 
 
1. “Please provide a list of all reported/logged crimes from January 1 2012 onwards to date 

where any of the words ‘dark web’, ‘dark net’, ‘darknet’, ‘Tor’, ‘The onion router’, ‘.onion’, or 
‘Zeronet’ appear. 

 
2. For each crime, please provide the date, location, name of offence and the outcome of the 

investigation – i.e. no suspect(s) identified; if suspect(s) arrested whether they were charged, 
cautioned, or no further action was taken.” 

 
Response to your Request 
 
The response provided below is correct as of 19 October 2017 
 
Suffolk Constabulary has considered your request for information and the response is below.    
 
A search has been carried out of the Constabulary’s crime management systems for the period 
2012 – 2017. 
 
1. A total of 7 crimes were reported during the time frame specified that refer to the requested 

terms above. 
 

2. The below table provides a breakdown by date, Safer Neighbourhood location, offence 
description and outcome: 

 
Date Location /SNT Offence description  Outcome  
2015 Newmarket Public Order Type 18 

2016 Hadleigh Non-crime – Fraud 
No Further 

Action 

2016 
Exempt - 

Section 30 

Take or to make distribute indecent 
photographs or pseudo photographs of 

children 

Under 
Investigation 

2016 Ipswich Non-crime – Fraud Type 18 

2016 Ipswich 
Take or to make distribute indecent 

photographs or pseudo photographs of 
children 

No Further 
Action 

2017 Eye ASB-Nuisance 
No Further 

Action 
2017 Ipswich Affray Type 1a 

 



 
 
Type 1a  - Charged/Summons - alternate offence. Offender has been charged under the alternate 
offence rule. 
 
Type 18  - Investigation Complete; No Suspect Identified. Crime Investigated As Far As 
Reasonably Possible-Case Closed Pending Further Investigative Opportunities Becoming 
Available 
 
The location of the live investigation has been exempt from disclosure. Section 1 of the Freedom 
of Information Act 2000 (FOIA) places two duties on public authorities. Unless exemptions apply, 
the first duty at s1(1)(a) is to confirm or deny whether the information specified in a request is 
held. The second duty at s1 (1)(b) is to disclose information that has been confirmed as being 
held. 
  
Section 17 of the Freedom of Information Act 2000 requires that Suffolk Constabulary, when 
refusing to provide such information (because the information is exempt) are to provide you the 
applicant with a notice ban which: 
 
(a) States that fact 
(b) Specifies the exemption(s) in question and  
(c) States (if that would not otherwise be apparent) why the exemption(s) applies. 
 
The information is exempt from disclosure by virtue of the following exemption(s); 
 
Section 30 – Investigations 
 
Section 30 is a qualified, class based exemption and we are therefore obliged to provide a Public 
Interest Test. 
 
Favouring Disclosure 
 
Investigations are expensive and use the resources provided from public funds. To disclose 
information about active investigations would show to the public how we spend their money. 
 
Where disclosure can assist individuals by raising awareness of issues, which may be of 
relevance to them, it could encourage future contribution to crime prevention and promote 
vigilance towards crime reduction. In this instance disclosure would engage public knowledge 
and assist in the promotion of future preventative measures with regards to law enforcement. 
 
Favouring Non-Disclosure 
 
Information that relates to an ongoing investigation will rarely be disclosed under the FOI Act. By 
doing so we could risk prejudicing the investigation by providing to any suspect or suspects the 
way in which we are conducting the investigation and perhaps provide vital information that could 
provide a tactical advantage over the Constabulary.  
 
Releasing the location of this live investigation could potentially jeopardise the investigation, if the 
victim/suspect were to be identified this could have a negative effect on the investigation process 
and the ultimate outcome. 
 



 
 
Where suspects, witnesses or the victim provides information through the course of the 
investigation, it is done so in the strictest of confidence for the purpose of which it was required. 
Further disclosure to the general public of any information would breach that confidentiality 
between the Constabulary and informer, impeding any future assistance that individual can 
provide. 
 
We are law enforcers and we aim to provide a sufficient and positive approach to the way we 
conduct our investigations, we would not want a disclosure of this nature to compromise this in 
any way.  
 
Balance Test 
 
The exempt location relates to an ongoing investigation, it is very unlikely that the public interest 
would favour disclosure if this would be compromised in any way. There needs to be an 
extremely strong public interest to disclose information that pertains to a live investigation.  
 
In this particular instance, it if difficult to argue the public interest for disclosure, particularly given 
the requirement to ensure the integrity of a live investigation is maintained. The Constabulary 
would not wish to jeopardise the investigation by releasing details where the persons involved 
could be identified. 
 
Having weighed up the factors favouring disclosure and those favouring non-disclosed, I have 
decided that the balance lies with non-disclosure. 
 
 
 
In addition, Suffolk Constabulary can neither confirm nor deny  that it holds any other 
information with regard to an exempt body as the duty in Section 1(1)(a) of the Freedom of 
Information Act 2000 does not apply by virtue of the following exemption: 
 
Section 30(3) – Investigations and proceedings cond ucted by public authorities 
Section 23(5) – Information supplied by or concerni ng certain security bodies 
Section 24(2) – National Security 
 
Overall harm for the NCND 
 
The threat from terrorism cannot be ignored.  It should be recognised that the international 
security landscape is increasingly complex and unpredictable.  The UK faces a sustained threat 
from violent terrorists and extremists.  Since 2006, the UK Government have published the threat 
level, based upon current intelligence and that threat has remained at the second highest level, 
‘severe’, except for two short periods during August 2006 and June and July 2007, when it was 
raised to the highest threat, ‘critical’, and in July 2009, when it was reduced to ‘substantial’. The 
current threat level to the UK is ‘severe’. 
 
The security of the country is of paramount importance and Suffolk Constabulary will not divulge 
whether information is or is not held if to do so would place the safety of an individual at risk or 
undermine national security. Whilst there is a public interest in the transparency of policing 
operations and providing assurance that the police service is appropriately and effectively 
engaging with the threat posed by a terrorist attack, or disruption due to extremism, there is a 



 
 
very strong public interest in safeguarding both national security and the integrity of police 
investigations and operations in the highly sensitive areas of which they work.  
 
Modern-day policing is intelligence led, and intelligence changes on a day-by-day basis.  
Confirming or denying whether any information is held relevant to the request would show where 
policing interest has or has not occurred in any specific area which would enable those engaged 
in criminal activity to identify the focus of policing targets. Any information identifying the focus 
of this activity could be used to the advantage of terrorists or criminal organisations to plan an 
attack on the more vulnerable parts of the UK.  Information that undermines the operational 
integrity of these activities will adversely affect public safety and have a negative impact on both 
national security and law enforcement.  
 
Suffolk Constabulary works in partnership with other agencies in order to combat issues such as 
terrorism and organised crime. Confirming or denying that information exists relevant to this 
request would seriously undermine this partnership approach.  
 
Public Interest Test  
 
Factors favouring confirmation or denial for S24  
 
Confirmation or denial that any other information exists relevant to the request would lead to a 
better informed public. The public are entitled to know how public funds are spent especially with 
regards to safeguarding national security  
 
 
Factors against confirmation or denial for S24  
 
Other organisations outside the Police Service may, or may not, have an active interest in the 
subject of the question above.  By confirming or denying that any information exists relevant to 
the request would harm the close relationship that exists between Suffolk Constabulary and other 
organisations. To confirm or deny whether the force hold any information relevant to the request 
would allow inferences to be made about the nature and extent of national security related 
activities which may or may not take place in a given area. This would enable terrorists or 
organized criminal groups to take steps to counter intelligence, and as such, confirmation or 
denial would be damaging to national security. 
 
By confirming or denying any policing arrangements of this nature would render national security 
measures less effective. This would lead to the compromise of ongoing or future operations to 
protect the security or infrastructure of the UK and increase the risk of harm to the public. 
 
Factors favouring confirmation or denial for S30  
 
There is a public interest in the transparency of policing operations and providing assurance that 
Suffolk Constabulary is appropriately and effectively dealing with crime.  This is particularly 
pertinent in high profile situations where there is a high degree of media speculation. Confirming 
or denying whether any information is held would allow the public to make informed decisions 
about these matters 
 
Factors against confirmation or denial for S30  



 
 
 
Whilst there is a public interest in the transparency of policing operations and providing 
assurance that Suffolk Constabulary is appropriately and effectively dealing with crime, there is a 
strong public interest in safeguarding the integrity of police investigations and operations and in 
maintaining confidence in the Police Service. Confirmation or denial that any information is held 
relevant to the request would undermine any investigative process and compromise the integrity 
of any operations    
 
Balance Test 
 
The Police Service is charged with enforcing the law, preventing and detecting crime and 
protecting the communities we serve. The security of the country is of paramount importance and 
Suffolk Constabulary will not divulge whether information is or is not held if to do so would place 
the safety of an individual at risk, compromise law enforcement or undermine National Security.  
 
Whilst there is a public interest in the transparency of policing operations and providing 
assurance that Suffolk Constabulary is appropriately and effectively engaging with the threat from 
terrorists and criminals, there is a very strong public interest in safeguarding both national 
security and the integrity of police investigations and operations in this highly sensitive area. 
 
It is for these reasons that the Public Interest must favour neither confirming nor denying that the 
requested information is held. However, this should not be taken as necessarily indicating that 
any information that would meet your request does or does not exist. 
 
 
 
 
A full copy of the Freedom of Information Act (2000) can be viewed on the ‘Office of Public Sector 

Information’ web-site; 
http://www.opsi.gov.uk/ 

 
Suffolk Constabulary is not responsible for the content, or the reliability, of the website 

referenced. The Constabulary cannot guarantee that this link will work all of the time, and we 
have no control over the availability of the linked pages. 



 
 

Your Right to Request a Review of Decisions Made Under the Terms of the  
Freedom of Information Act (2000). 

 
If you are unhappy with how your request has been handled, or if you think the decision is 
incorrect, you have the right to ask Suffolk Constabulary to review their decision. 
 

Ask Suffolk Constabulary to look at the decision again. 
 
If you are dissatisfied with the decision made by Suffolk Constabulary under the Freedom of 
Information Act (2000), regarding access to information, you must notify Suffolk Constabulary that 
you are requesting a review within 20 days of the date of its response to your Freedom of 
Information request.  Requests for a review should be made in writing and addressed to: 
 

Freedom of Information Decision Maker 
Information Management Department 
Suffolk Constabulary 
Police Headquarters 
Martlesham Heath 
Ipswich 
Suffolk 
IP5 3QS 
OR 

    Email: information@suffolk.pnn.police.uk   
 
In all possible circumstances Suffolk Constabulary will aim to respond to your request for us to 
look at our decision again within 20 working days of receipt of your request for an internal review. 
 

The Information Commissioner. 
 
After lodging a request for a review with Suffolk Constabulary, if you are still dissatisfied with the 
decision, you can apply to the Information Commissioner for a decision on whether the request 
for information has been dealt with in accordance with the requirements of the Act. 
 
For information on how to make application to the Information Commissioner please visit their 
website at www.ico.org.uk or contact them at the address shown below: 
 

The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Telephone: 01625 545 700 

 
 
 


