
 

 
 

 

 
Freedom of Information Request Reference N o: FOI 005726-17 
 
I write in connection with your request for information received by Norfolk and Suffolk 
Constabularies on the 18 July 2017 in which you sought access to the following information: 
 
1. “Disclose any updated / additional guidance and policy on the use of open source intelligence 

and / or social media monitoring/intelligence. I note previous disclosure attached. 
 
2. Disclose any current contracts with providers of software and/or hardware and/or other 

services related to the conduct of social media monitoring.” 
 
Response to your Request 
 
The response provided below is correct as of 18 July 2017 
 
Norfolk and Suffolk Constabularies have considered your request for information and our response 
is below.    
 
1. The policy provided under FOI reference 003525-16 remains the version we continue to use, 

albeit the document is no longer in draft form and has been formally signed and agreed. A 
copy of the police is attached for reference.  
 
Section 17 of the Freedom of Information Act 2000 requires that Suffolk and Norfolk 
Constabularies, when refusing to provide such information (because the information is 
exempt) are to provide you the applicant with a notice ban which: 
 
(a) States that fact 
(b) Specifies the exemption(s) in question and  
(c) States (if that would not otherwise be apparent) why the exemption(s) applies. 
 
The information is exempt from disclosure by virtue of the following exemption(s); 
 
Section 31(1)(a)  – Law Enforcement 
 
Section 31 is a qualified, prejudice-based exemption and therefore I am obliged to provide 
evidence of harm and a public interest test, which can be found at the end of the response.  
 
Evidence of Harm 
 
Where a disclosure is made that will provide information and evidence concerning the way in 
which the Constabularies carry out its digital investigations, there is a clear risk that harm may 
be caused by disclosing the capabilities and strengths/weaknesses of the Constabulary with 
regards Law Enforcement.  
 



It is the Constabularies aim to apprehend offenders and the Constabularies would not wish to 
provide any information that may assist an offender in establishing how the Force conducts its 
investigations including techniques that are used, which would be prejudicial to law 
enforcement. This would consequently impact on the future capabilities and effectiveness of 
the Constabularies in crime detection and prevention. 
 
Public Interest Test   
(When applying a qualified exemption a public authority is required to consider whether ‘in all circumstances of the 
case, the public interest in maintaining the exemption outweighs the public interest in disclosing the information’.) 
 
Considerations favouring disclosure 
 
Where disclosure can assist individuals by raising awareness of issues, which may be of 
relevance to them, it could encourage future contribution to crime prevention and promote 
vigilance towards crime reduction. In this instance disclosure would enhance public knowledge 
and assist in the promotion of future preventative measures with regards to law enforcement.  
 
Where the Constabulary would benefit from public participation and the input of the community 
at large, this would favour disclosure. Such disclosure would also identify the allocation of 
public funds to specialist areas of policing.   
 
Considerations favouring non-disclosure 
 
The current or future law enforcement role of the force may be compromised by the release of 
information, i.e. where the prevention/detection of crime, the apprehension/prosecution of 
offenders or the administration of justice may be hindered as a result of the release of 
information. Disclosure of this information could inhibit effective law enforcement as a result of 
sensitive specialist policing information being disclosed.  
 
There is a risk to public safety by the disclosure of specialist police information, as identified 
within the harm, the Constabulary has a responsibility to ensure that disclosures do not 
compromise public safety in any way.  
 
Balancing test 
 
Public awareness and debate is a strong factor in disclosing this information, as it would 
promote vigilance within the community, encouraging effective participation to assist law 
enforcement within this area of policing.  
 
On balance, if disclosed, there is the likelihood that the future law enforcement role of the 
Constabulary would be compromised. Provision of sensitive policing tactical information could 
result in criminals using the information against the Constabularies, resulting in law 
enforcement capabilities being threatened and exposed.   
 
It cannot be justified that the public’s interest would be served in releasing the details if to do 
so would jeopardise future crime prevention and law enforcement, leading to a lack of trust in 
the Constabulary and inhibiting the flow of information as a result of this loss of confidence.  
 
In accordance with the Freedom of Information Act this letter acts as a refusal notice for this 
part of your request.  
 

2. Contractual information is available on the Constabularies blue light procurement database. 
 



Section 17 of the Freedom of Information Act 2000 required that Suffolk Constabulary, when 
refusing to provide such information (because the information is exempt) are to provide you 
the applicant with a notice ban which: 
 
(d) States that fact 
(e) Specifies the exemption(s) in question and  
(f) States (if that would not otherwise be apparent) why the exemption(s) applies. 
 
The information is exempt from disclosure by virtue of the following exemption(s); 
 
Section 21(1) - Information reasonably accessible b y other means 
 
Information concerning the Constabularies contracts are published on the BLPD and are 
therefore reasonably accessible by other means as per Section 21 of the Freedom of 
Information Act 2000.  
 
The following links will take you to the www.blpd.gov.uk/  
 

 
Should you have any further queries concerning this request, please contact Clair Pack, FOI 
Decision Maker, quoting the reference number shown above. 
 
A full copy of the Freedom of Information Act (2000) can be viewed on the ‘Office of Public Sector 

Information’ web-site; 
http://www.opsi.gov.uk/ 

 
Norfolk and Suffolk Constabularies are not responsible for the content, or the reliability, of the 

website referenced. The Constabulary cannot guarantee that this link will work all of the time, and 
we have no control over the availability of the linked pages. 



Your Right to Request a Review of Decisions Made Under the Terms of the  
Freedom of Information Act (2000). 

 
If you are unhappy with how your request has been handled, or if you think the decision is 
incorrect, you have the right to ask the Norfolk and Suffolk Constabulary to review their decision. 
 

Ask Norfolk and Suffolk Constabularies to look at the decision again. 
 
If you are dissatisfied with the decision made by Norfolk and Suffolk Constabularies under the 
Freedom of Information Act (2000), regarding access to information, you must notify the Norfolk 
and Suffolk Constabulary that you are requesting a review within 20 days of the date of its 
response to your Freedom of Information request.  Requests for a review should be made in 
writing and addressed to: 
 

Freedom of Information Decision Maker 
Information Management Department 
Suffolk Constabulary 
Police Headquarters 
Martlesham Heath 
Ipswich 
Suffolk 
IP5 3QS 
OR 

    Email: information@suffolk.pnn.police.uk   
 
In all possible circumstances Norfolk and Suffolk Constabulary will aim to respond to your request 
for us to look at our decision again within 20 working days of receipt of your request for an internal 
review. 
 

The Information Commissioner. 
 
After lodging a request for a review with Norfolk and Suffolk Constabulary, if you are still 
dissatisfied with the decision, you can apply to the Information Commissioner for a decision on 
whether the request for information has been dealt with in accordance with the requirements of the 
Act. 
 
For information on how to make application to the Information Commissioner please visit their 
website at www.ico.org.uk or contact them at the address shown below: 
 

The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Telephone: 01625 545 700 

 
 
 


