
PART 5- PROTECTION OF INFORMATION 

 
33        Data Protection Act 
 
33.1     The Contractor shall (and shall procure that any of its Staff involved in the provision 

of the Agreement) comply with any notification requirements under the Data 
Protection Act 1998 (“DPA”) and both Parties will duly observe all their obligations 
under the DPA which arise in connection with the Agreement. 

 
33.2     Notwithstanding the general obligation in clause 33.1, where the Contractor is 

processing personal data (as defined by the DPA) as a data processor for the 
Authority (as defined by the DPA) the Contractor shall ensure that it has in place 
appropriate technical and contractual measures to ensure the security of the personal 
data (and to guard against unauthorised or unlawful processing of the personal data 
and against accidental loss or destruction of, or damage to, the personal data), as 
required under the Seventh Data Protection Principle in Schedule 1 to the DPA; and 

 
(a) provide the Authority with such information as the Authority may reasonably 

require to satisfy itself that the Contractor is complying with its obligations under 
the DPA; 

 
(b) promptly notify the Authority of any breach of the security measures required to 

be put in place pursuant to clause 33.2; and 
 

(c) ensure it does not knowingly or negligently do or omit to do anything  which 
places the Authority in breach of the Authority’s obligations under the DPA. 

 
33.3     The provisions of this clause shall apply during the continuance of the Agreement 

and indefinitely after its expiry or termination. 
 
33.4    In the event that this Contract is Terminated or concluded, any data covered by the   
           Data Protection Act will be returned to the Customer.  
 
 
34        Confidentiality 
 
34.1     Each Party:- 
 

(a) shall treat all Confidential Information belonging to the other Party as confidential 
and safeguard it accordingly; and 

(b) shall not disclose any Confidential Information belonging to the other Party to 
any other person without the prior written consent of the other Party, except to 
such persons and to such extent as may be necessary for the performance of 
the Agreement or except where disclosure is otherwise expressly permitted by 
the provisions of the Agreement. 

 
34.2     The Contractor shall take all necessary precautions to ensure that all Confidential 

Information obtained from the Authority under or in connection with the Agreement: 
 

(a)   is given only to such of the Staff and professional advisors or consultants 
engaged to advise it in connection with the Agreement as is strictly necessary for 
the performance of the Agreement and only to the extent necessary for the 
performance of the Agreement; 

 



(b)   is treated as confidential and not disclosed (without prior Approval) or used by 
any Staff or such professional advisors or consultants otherwise than for the 
purposes of the Agreement. 

 
34.3     The Contractor shall ensure that Staff or such professional advisors or consultants 

sign a confidentiality undertaking before commencing work in connection with the 
Agreement. The Contractors employees shall be made aware of the Provisions of the 
Data Protection Act 1998.  

 
34.4     The Contractor shall not use any Confidential Information it receives from the 

Authority otherwise than for the purposes of the Agreement. 
 
34.5     The provisions of clauses 34.1 to 34.4 shall not apply to any Confidential Information 

received by one Party from the other: 
 

(a)   which is or becomes public knowledge (otherwise than by breach of this clause); 
 

(b)   which was in the possession of the receiving Party and can be demonstrated, 
without restriction as to its disclosure, before receiving it from the disclosing 
Party; 

 
(c)   which is received from a third party who lawfully acquired it and who is under no 

obligation restricting its disclosure; 
 

(d)   is independently developed without access to the Confidential Information; or 
 

(e)   which must be disclosed pursuant to a statutory, legal or parliamentary 
obligation placed upon the Party making the disclosure, including any 
requirements for disclosure under the FOIA or the Environmental Information 
Regulations pursuant to clause 35. 

 
34.6     Nothing in this clause shall prevent the Authority: 
 

(a) disclosing any Confidential Information for the purpose of: 
 

(i)  the examination and certification of the Authority’s accounts; or 
 

(ii) any examination pursuant to Sections 44 and 46 of the Audit Commission Act 
1998 of the economy, efficiency and effectiveness with which the Authority 
has used its resources; or 

 
            (b)   disclosing any Confidential Information obtained from the Contractor: 

(i)  to any government department or any other Contracting Authority.  All 
government departments or Contracting Authorities receiving such 
Confidential Information shall be entitled to further disclose the Confidential 
Information to other government departments or other Contracting Authorities 
on the basis that the information is confidential and is not to be disclosed to a 
third party which is not part of any government department or any Contracting 
Authority; or 

 
(ii) to any person engaged in providing any services to the Authority for any 

purpose relating to or ancillary to the Agreement; 
 
            provided that in disclosing information under sub-paragraph (b) the Authority 

discloses only the information which is necessary for the purpose concerned and 



requires that the information is treated in confidence and that a confidentiality 
undertaking is given where appropriate. 

 
34.7     Nothing in this clause shall prevent either Party from using any techniques, ideas or 

know-how gained during the performance of the Agreement in the course of its 
normal business, to the extent that this does not result in a disclosure of Confidential 
Information or an infringement of Intellectual Property Rights. 

 
34.8     Nothing in this Sub- Agreement shall be construed as conferring on the receiving 

party any right of use In or title to the Con 
 
34.9      The terms of Condition 34 shall remain in force indefinitely.  
 
35        Freedom of Information 
 
35.1     The Authority is a public authority to which the Freedom of Information Act 2000 

applies.  The Authority is obliged to consider written requests for information from 
members of the public and must disclose the requested information unless an 
exemption is available under the Act.  In response to a request for information 
(including information provided by the Contractor in the course of this tendering 
exercise), the Authority may be required to confirm or deny it holds information to the 
applicant. 

 
35.2     The Authority will generally make the following information available on request:- 
 

(a)        the names of successful bidder(s); 
 

(b) the duration of the contract; and 
 

(c)        the goods or services supplied. 
 
35.3     The Authority must respond to requests for information by the 20th working day after 

the request is received and, whilst the Authority may consult with the Contractor (but 
will not necessarily do so) about specific requests, any such consultation will have to 
be completed within a very short timescale.  Accordingly, the Contractor must 
consider whether any of the information supplied by the Contractor (or relating to the 
Contractor) in this tendering exercise falls within one or more of the exemptions 
contained in Part II of the Freedom of Information Act 2000.  If the Contractor does 
consider any such exemption to exist, then this shall be set out in detail, at the 
earliest opportunity (preferably when providing the information), the particular 
information to which any exemption applies and the specific grounds for contending 
that the exemption exists. 

 
35.4     The Contractor shall provide the Authority with all reasonable assistance and co-

operation to enable it to comply with any requests for information received under the 
Freedom of Information Act 2000 within the prescribed time limits. 

 
35.5     The Contractor shall take any necessary legal advice in relation to the operation of 

the Freedom of Information Act 2000 at the earliest opportunity. 
 
35.6     No liability shall arise on the part of the Authority in respect of the disclosure of any 

information by it in proper compliance with the Freedom of Information Act 2000. 
 
35.7     The Contractor acknowledges that the Authority is subject to the requirements of the 

FOIA and the Environmental Information Regulations and shall assist and cooperate 



with the Authority (at the Contractor’s expense) to enable the Authority to comply with 
these Information disclosure requirements. 

 
35.8     The Contractor shall and shall procure that its sub-contractors shall: 
 

(a)     transfer the Request for Information to the Authority as soon as practicable 
after receipt and in any event within two Working Days of receiving a Request 
for Information; 

 
(b)     provide the Authority with a copy of all Information in its possession or power in 

the form that the Authority requires within five Working Days (or such other 
period as the Authority may specify) of the Authority requesting that 
Information; and 

 
(c)     provide all necessary assistance as reasonably requested by the Authority to 

enable the Authority to respond to a Request for Information within the time for 
compliance set out in section 10 of the FOIA or regulation 5 of the 
Environmental Information Regulations. 

 
35.9     The Authority shall be responsible for determining at its absolute discretion whether 

the Commercially Sensitive Information and/or any other Information: 
 

(a)     is exempt from disclosure in accordance with the provisions of the FOIA or the 
Environmental Information Regulations; 

 
(b)     is to be disclosed in response to a Request for Information, and in no event 

shall the Contractor respond directly to a Request for Information unless 
expressly authorised to do so by the Authority. 

 
35.10   The Contractor acknowledges that the Authority may, acting in accordance with the 

Department for Constitutional Affairs’ Code of Practice on the Discharge of Functions 
of Public Authorities under Part I of the Freedom of Information Act 2000, be obliged 
under the FOIA or the Environmental Information Regulations to disclose 
Information:- 

 
(a)     without consulting with the Contractor, or 

 
(b)     following consultation with the Contractor and having taken its views into 

account. 
 
35.11   The Contractor shall ensure that all Information produced in the course of the 

Contract or relating to the Contract is retained for disclosure and shall permit the 
Authority to inspect such records as requested from time to time. 

35.12   The Contractor acknowledges that any lists or schedules provided by it outlining 
Confidential Information are of indicative value only and that the Authority may 
nevertheless be obliged to disclose Confidential Information in accordance with 
Clause 35.10. 

 
36.       Security of Confidential Information 
 
36.1     In order to ensure that no unauthorised person gains access to any Confidential 

Information or any data obtained in the performance of the Agreement, the 
Contractor undertakes to maintain security systems approved by the 
Authority.  Where necessary to prevent such access, the Authority may require the 



Contractor to alter any security systems at any time during the Contract Period at the 
Contractor’s expense. 

 
36.2     The Contractor will immediately notify the Authority of any breach of security in 

relation to Confidential Information and all data obtained in the performance of the 
Agreement and will keep a record of such breaches.  The Contractor will use its best 
endeavours to recover such Confidential Information or data however it may be 
recorded.  This obligation is in addition to the Contractor’s obligations under clause 
34.  The Contractor will co-operate with the Authority in any investigation that the 
Authority considers necessary to undertake as a result of any breach of security in 
relation to Confidential Information or data. 

 
37.       Publicity, Media and Official Enquiries 
 
37.1     Without prejudice to the Authority’s obligations under the FOIA, neither Party shall 

make any press announcements or publicise the Agreement or any part thereof in 
any way, except with the written consent of the other Party. 

 
37.2     Both Parties shall take all reasonable steps to ensure the observance of the 

provisions of clause 37.1 by all their servants, employees, agents, professional 
advisors and consultants.  The Contractor shall take all reasonable steps to ensure 
the observance of the provisions of clause 37.1 by its sub-contractors. 

 
37.3     The provisions of this clause shall apply during the continuance of the Agreement 

and indefinitely after its expiry or termination. 
 
38.     Security 
 
38.1     The Authority shall be responsible for maintaining the security of the Premises in 

accordance with its standard security requirements.  The Contractor shall comply 
with all reasonable security requirements of the Authority while on the Premises, and 
shall procure that all of its employees, agents, servants and sub-contractors shall 
likewise comply with such requirements. 

 
38.2     The Authority shall provide the Contractor upon request copies of any written security 

procedures and shall afford the Contractor upon request with an opportunity to 
inspect its physical security arrangements. 

 
39        Intellectual Property Rights 
 
39.1     All Intellectual Property Rights in any specifications, instructions, plans, data, 

drawings, databases, patents, patterns, models, designs or other material: 
 

(a)   furnished to or made available to the Contractor by the Authority shall remain the 
property of the Authority; 

 
(b)   prepared by or for the Contractor for use, or intended use, in relation to the 

performance of the Agreement shall belong to the Authority and the Contractor 
shall not, and shall procure that the Contractor’s employees, servants, agents, 
suppliers and sub-contractors shall not, (except when necessary for the 
implementation of the Agreement) without prior Approval, use or disclose any 
such Intellectual Property Rights, or any other information (whether or not 
relevant to the Agreement) which the Contractor may obtain in performing the 
Agreement except information which is in the public domain. 

 



39.2     The Contractor shall obtain Approval before using any material, in relation to the 
performance of the Agreement which is or may be subject to any third party 
Intellectual Property Rights.  The Contractor shall procure that the owner of the rights 
grants to the Authority a non-exclusive licence, or if itself a licensee of those rights, 
shall grant to the Authority an authorised sub-licence, to use, reproduce, and 
maintain the material. Such licence or sub-licence shall be non-exclusive, perpetual 
and irrevocable, shall include the right to sub-license, transfer, novate or assign to 
other Contracting Authorities, the Replacement Contractor or to any other third party 
providing services to the Authority, and shall be granted at no cost to the Authority. 

 
39.3     It is a condition of the Agreement that the Services will not infringe any Intellectual 

Property Rights of any third party and the Contractor shall during and after the Term 
on written demand indemnify and keep indemnified the Authority against all actions, 
suits, claims, demands, losses, charges, damages, costs and expenses and other 
liabilities which the Authority may suffer or incur as a result of or in connection with 
any breach of this clause, except where any such claim relates to: 

 
(a)   designs furnished by the Authority; 

 
(b)   the use of data supplied by the Authority which is not required to be verified by 

the Contractor under any provision of the Agreement. 
 
39.4     The Authority shall notify the Contractor in writing of any claim or demand brought 

against the Authority for infringement or alleged infringement of any Intellectual 
Property Right in materials supplied or licensed by the Contractor. The Contractor 
shall at its own expense conduct all negotiations and any litigation arising in 
connection with any claim for breach of Intellectual Property Rights in materials 
supplied or licensed by the Contractor, provided always that the Contractor: 

 
(a)   shall consult the Authority on all substantive issues which arise during the 

conduct of such litigation and negotiations; 
 

(b)   shall take due and proper account of the interests of the Authority; and 
 

(c)   shall not settle or compromise any claim without the Authority’s prior written 
consent (not to be unreasonably withheld or delayed). 

 



39.5     The Authority shall at the request of the Contractor afford to the Contractor all 
reasonable assistance for the purpose of contesting any claim or demand made or 
action brought against the Authority or the Contractor for infringement or alleged 
infringement of any Intellectual Property Right in connection with the performance of 
the Agreement and shall be repaid all costs and expenses (including, but not limited 
to, legal costs and disbursements) incurred in doing so.  Such costs and expenses 
shall not be repaid where they are incurred in relation to a claim, demand or action 
which relates to the matters in clause 39.3(a) and (b), 

 
39.6     The Authority shall not make any admissions which may be prejudicial to the defence 

or settlement of any claim, demand or action for infringement or alleged infringement 
of any Intellectual Property Right by the Authority or the Contractor in connection with 
the performance of the Agreement. 

 
39.7     If a claim, demand or action for infringement or alleged infringement of any 

Intellectual Property Right is made in connection with the Agreement or in the 
reasonable opinion of the Contractor is likely to be made, the Contractor may at its 
own expense and subject to the consent of the Authority (not to be unreasonably 
withheld or delayed) either: 

 
(a)   modify any or all of the Services without reducing the performance or 

functionality of the same, or substitute alternative Services of equivalent 
performance and functionality, so as to avoid the infringement or the alleged 
infringement, provided that the terms herein shall apply with any necessary 
changes to such modified Services or to the substitute Services; or 

(b)   procure a licence to use and provide the Services, which are the subject of the 
alleged infringement, on terms which are acceptable to the Authority. 

 
39.8     At the termination of the Agreement the Contractor shall immediately return to the 

Authority all materials, work or records held, including any back-up media. 
 
39.9     The provisions of this clause shall apply during the continuance of the Agreement 

and indefinitely after its expiry or termination. 
 
40        Audit and the Audit Commission 
 
            The Contractor shall keep and maintain until six years after the Agreement has been 

completed, or as long a period as may be agreed between the Parties, full and 
accurate records of the Agreement including the Services provided under it, all 
expenditure reimbursed by the Authority, and all payments made by the 
Authority.  The Contractor shall on request afford the Authority or the Authority’s 
representatives such access to those records as may be required by the Authority in 
connection with the Agreement. 

 


