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28th January 2016 
 
 
 
Our ref: FOI 000038/16 
 
I write in connection with your request for information received by both Norfolk and Suffolk 
Constabularies on the 5th January 2016.  This response is being provided on behalf of Norfolk and 
Suffolk Constabularies as a result of ongoing collaboration.  In your request you sought access to 
the following information: 
 

I am writing under the Freedom of Information Act 2000 to request information about 
breaches of the Data Protection Act 1998 in your police force, specifically I am requesting: 
 
1 The number of a) Police officers and b) civilian employees that have been convicted 

for breaches of Data Protection Act 1998. 
2 The number of a) Police officers and b) civilian employees that have had their 

employment terminated for breaches of the Data Protection Act 1998. 
3 The number of a) Police officers and b) civilian employees that have been 

disciplined internally for breaches of the Data Protection Act 1998. 
4 The number of a) Police officers and b) civilian employees that have resigned 

during disciplinary procedures. 
5 The number of instances where a breach has not led to any disciplinary action. 
 
In each case, I request that you provide a list of the offences committed by the individual(s) 
in question, for example "Accessed personal information for personal interest" or 
"Inappropriately shared victim information with a third party". 
 
I request that the time period covered is 1st June 2011-31st December 2015. 

 
Norfolk and Suffolk Constabularies holds information relevant to your request. 
 
Response to your request 
 
The following information has been located as relevant to your request. 
 
The Joint Professional Standards Department has provided the following information.  Please note 
this also includes members of the Special Constabulary.  It is also possible that an officer or 
member of police staff could be included in more than one section, for example if they were 
convicted and their employment terminated and also subject of misconduct.  To clarify, question 5 
will relate to formal disciplinary action.  Cautions have been included in question 3.  
 
 
SUFFOLK Data 



 

 

 
Q1 2 police officers and 1 member of staff convicted for breaches of the Data Protection Act 

1998.  The details of the allegations are provided below:- 
 

• Accessed systems without a legitimate policing purpose 
• Obtaining/disclosing personal data 
• Accessed systems for a non-policing purpose 

  
Q2 1 police officer and 2 members of staff have had their employment terminated due to 

breaches of the Data Protection Act 1998.  The details of the allegations are provided 
below:- 

 
• Accessed force systems for a non-policing purpose x 2 
• Accessed and disclosed information gained from force systems for non-policing 

purpose 
 
Q3 4 police officers and 4 members of staff have been disciplined internally for breaches of the 

Data Protection Act 1998.  The details of the allegations are provided below:- 
 

• Unlawfully accessed force systems viewing data 
• Accessed force systems for non-policing purpose 
• Sent internal email to a colleague with reference to an arrest which has no policing 

purpose 
• Accessed force systems to conduct intelligence searches for a non-policing purpose x 2 
• Accessed force systems to search criminal records for a non-policing purpose 
• Accessed force systems to obtain data for non-policing purpose 
• Accessed force systems to obtain confidential data 

 
Q4 5 police officers and 3 members of staff have resigned during disciplinary procedures. The 

details of the allegations are provided below:- 
 

• Accessed crimes and other force systems for non-policing purpose and relayed 
information to a named nominal 

• Accessed force system records for non-policing purpose 
• Disclosed sensitive data to members of the of the public and researched systems for 

non-policing purpose 
• Improper disclosure of information 
• Accessed police records for non-policing purpose 
• Accessed force systems for non-policing purpose 
• Accessed force systems to conduct intelligence searches for non-policing purpose 
• Accessed and disclosed information obtained from force systems without policing 

purpose 
 
Q5 6 police officers and 0 members of staff have been subject of allegations but this has not 

led to any formal disciplinary action.  The details of the allegations are provided below:- 
 

• Disclosed personal information to complainant’s employer 
• Accessed force intelligence systems for non-policing purpose 
• Accessed force systems for non-policing purpose 
• Made disclosure of information to a third person 
• Improper disclosure of information 
• Accessed force systems for non-policing purpose 

 
 
  
 
NORFOLK Data 



 

 

 
Q1 No police officers or staff have been convicted for breaches of the Data Protection Act 

1998. 
 
Q2 0 police officer and 2 members of staff have had their employment terminated due to 

breaches of the Data Protection Act 1998.  The details of the allegations are provided 
below:- 

 
• Accessed personal data on force system for non-policing purpose 
• Accessed force systems without policing purpose and disclosed the information 

 
Q3 7 police officers and 8 members of staff have been disciplined internally for breaches of the 

Data Protection Act 1998.  The details of the allegations are provided below:- 
 

• Accessed data systems without a lawful policing purpose x 2 
• Accessed custody record without policing purpose and potentially disclosed the details 

to a third party 
• Browsing force systems regarding family/associates 
• Accessed systems to view intelligence records for non-policing purpose x 2 
• Accessed systems for non-policing purpose x 2 
• Accessed systems to conduct intelligence searches for non-policing purpose x 2 
• Disclosure confidential information 
• Accessed systems to conduct intelligence searches on individual and in relation to a 

specific incident 
• Accessed systems to make intelligence checks for non-policing purpose 
• Inappropriately accessed custody records relating to known individuals 
• Utilised personal details for a non-policing purpose 

 
Q4 2 police officers and 2 members of staff have resigned during disciplinary procedures. The 

details of the allegations are provided below:- 
 

• Accessed systems for non-policing purpose 
• Accessed data held on force system for a non-policing purpose 
• Obtain/disclose personal data from systems relating to intelligence checks 
• Accessed systems to conduct intelligence searches for a non-policing purpose 

 
Q5 9 police officers and 1 member of staff have been subject of allegations but this has not led 

to any formal disciplinary action.  The details of the allegations are provided below:- 
 

• Accessed force systems for non-policing purpose and disclosed the data to a third party 
• Unlawful disclosure of sensitive personal data to another public authority 
• Disclosed sensitive information x 2 
• Viewed police systems without policing purpose 
• Inappropriate searches of force systems in respect of individuals and associated 

addresses 
• Inappropriately accessed intelligence information relating to known individuals 
• Accessed the custody system and viewed custody records for a non-policing purpose  

x 3 
 
 
This response will be published on the both the Norfolk and Suffolk Constabulary web-sites.  A link 
to the disclosure log pages of each Constabulary web-site is provided below.  
 
http://www.norfolk.police.uk/aboutus/yourrighttoinformation/freedomofinformation/disclosurelog.aspx  
 
http://www.suffolk.police.uk/aboutus/yourrighttoinformation/freedomofinformation/disclosurelog.aspx  
 



 

 

Should you have any further queries concerning this request, please contact me quoting the 
reference number shown above. 
 
Yours sincerely, 
 
 
Amanda Gibson 
Freedom of Information Department 
 

A full copy of the Freedom of Information Act (2000) can be viewed on the ‘Office of Public Sector 
Information’ web-site; 

http://www.opsi.gov.uk/ 
 

The Norfolk Constabulary is not responsible for the content, or the reliability, of the website referenced. The 
Constabulary cannot guarantee that this link will work all of the time, and we have no control over the 

availability of the linked pages. 



 

 

Your Right to Request a Review of Decisions Made Under the Terms of the  
Freedom of Information Act (2000). 

 
If you are unhappy with how your request has been handled, or if you think the decision is 
incorrect, you have the right to ask the Norfolk Constabulary to review their decision. 
 

Ask the Norfolk Constabulary to look at the decision again. 
 
If you are dissatisfied with the decision made by the Norfolk Constabulary under the Freedom of 
Information Act (2000), regarding access to information, you must notify the Norfolk Constabulary 
that you are requesting a review within 20 days of the date of its response to your Freedom of 
Information request.  Requests for a review should be made in writing and addressed to: 
 

Freedom of Information Decision Maker 
Professional Standards Department 
Norfolk Constabulary 
Operations and Communications Centre 
Jubilee House 
Falconers Chase 
Wymondham 
Norfolk NR18 0WW 
OR 

    Email: freedomofinformation@norfolk.pnn.police.uk 
 
In all possible circumstances the Norfolk Constabulary will aim to respond to your request for us to 
look at our decision again within 20 working days of receipt of your request for an internal review. 
 

The Information Commissioner. 
 
After lodging a request for a review with the Norfolk Constabulary, if you are still dissatisfied with 
the decision, you can apply to the Information Commissioner for a decision on whether the request 
for information has been dealt with in accordance with the requirements of the Act. 
 
For information on how to make application to the Information Commissioner please visit their 
website at www.ico.org.uk or contact them at the address shown below: 
 

The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Telephone: 01625 545 700 

 
 


