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Introduction

The purpose of this pack is to outline changes to the advice and information provided to
victims of non-consensual intimate image abuse.



NCII advice and information
change summary




Non-consensual intimate image abuse — A&l changes

Key business drivers:

» DPC has been funded by the Foreign, Commonwealth & Development Office to work with the National Centre for VAWG & Public Protection
(NCVPP) and South West Grid for Learning (SWGfL)/Revenge Porn Helpline (RPH), in order to explore how our collective services can be
Improved to better support victims of non-consensual intimate image abuse (NCII).

» This discovery highlighted that a critical user desire is to take down any shared images as soon as possible, coupled with policing looking to
minimise the harm to the victim through prolonged publication of these images - whilst still wanting to ensure the victim can receive justice
through best evidential preservation opportunities possible.

* Whilst the original NCII advice and information was only drafted in late 2024, much more is now understood through the discovery for this
work about better coupling the police reporting aspect with the use of services such as RPH and StopNCll.org to protect the victim, on top
of providing information about self-servicing directly through social media, adult or other hosting platforms.

* Following the roll-out of the enhanced signposting to NCII advice at the post-submission end state in relevant services, the same
improvements in content structure are now being applied to the advice and information pages.

What is changing:
» The advice and information pages relating to non-consensual intimate image abuse.
» The Advice and Information hub, to better signpost users to this information.

What is not changing:
e The OCR service linked to from this A&l revision.



NCII advice and information
changes in detall




Summary of NCII A&l changes

The new advice and information is built on two things: the good starting
point from the original NCII advice and information, and the summary
information page linked to from the new signposting information at the end
of NClI-relevant reporting services.

These have been blended with each other to provide advice and information
that:

» Uses the latest language regarding non-consensual intimate image
abuse.

» Prioritises providing information about what support is available for
takedown and prevention activities, to minimise the impact to the
victim.

» Outlines what self-service reporting and prevention tools that are
available to the victim if they choose to not rely on a support service, or
outside of the operating hours of the available support.

» Expands upon the advice provided to the victim about what information
that would be useful for them to capture, if it is safe to do so, in order to
better assist an investigation — if they are looking for a criminal justice
pathway.

» Helps the reader understand that there are potentially other offences
that may have been committed if their experience does not precisely fit
the legislation around NCII, such as culturally-sensitive intimate images.

* Provides a broader range of charitable support agencies that can assist
the victim.

Sections within the new content:

Get started: your options

Get help and support

Reporting it to the police

Further emotional and practical support




NCII advice and information changes

The landing page of the content is now much more action-orientated, briefly explaining the basis of non-consensual intimate image abuse before
getting quickly into informing the reader about the options they have from this point, if they’ve been a victim or are advocating on behalf of one.

New content

M+ Advice andinformation > Online safety

Old content

# > Advice and information > Online safety

Non-consensual intimate
image abuse (revenge porn)

In this section:

Get started: your options.
Gat help and suppert

Reporting it to the police

Further emational and peactical support

Intimate image abuse (revenge
porn)

In this section:

Non-consensual intimate image abuse, or revenge pom, is when:

- someone shares, or threatens Lo share, intimate phatos or videos of you without your
permission

someone creates, or asks someone 1o create, a fake intimate image or video of you that
appears real, without your permission. This might be a deepfake

Itis a serious sexual offence. If someane does any of the following witheut your permission,
it's non-consensual intimate image abuse:

posts intimate images or videos of you online
sends the intimate images of you by text, a messaging app (like WhatsApp), social media,
or e-mail

shows someone a physical or electronic intimate image of you

shares edited or fake images or videos of you, like deepfakes, that appear real

helps or encourages someone Lo create a fake intimate image or video of you

If the intimate images were taken without your permission this may also be an offence.

The guidance below will help you understand the options you have.

What you can do if this happens

There is no right or wrong way 1o feel If somenne shares, or threatens to share, intimate
images or videos of you without your permission. W want you to know that it's not your fault

You have options available to you depending on what you want to do next. The links below go
toa dedicated page where you can find more information on each eption. You dont need to
do these things in any particular order, or do any of them at all You ean choose whatever feels
right for you

Get help and support

The Revenge Porn Helpline [ can help you gel your infimate images or videos removed from
online spaces. Tools like StopNCILong can aiso help stop your intimate images or videos from
being uploaded if someone is threatening Lo share them

Our get support and help page provides more information on these services. This includes
how you can take action by reporting directly to social media companies and adult sites.

Reporting it to the police

1. What is intimate image abuse {revenge pom)

2. What vou can do: reporting it to us

3 ing it to social ies if it happened online

4. Help and support

Intimate image abuse or 'revenge pom' is when:

- someone shares, or threatens to share, intimate photos or videos of you without your
permission

+ someone creates, or asks someane to create a fake intimate image or video of you that
appears real, without your permission. This might be a deepfake

It is a serious sexual offence. If someone does any of the following without your permission.
it's intimate image abuse:

. posts intimate images or videas of you

= sends the intimate images of you by text, a messaging app (like WhatsApp), social media,
or e-mail

. shows someone a physical or electronic intimate image of you

- shares edited or fake images or videos of you, like deepfakes, that appear real

= helps or encourages someone to create a fake intimate image or video of you

An intimate image or video could show someone's private parts exposed or in underwear. It
could also show someone having sex or doing something private in their bathroom. The image
or video must not have been consensually shared in public previously.

Intimate image abuse can involve someane you know, like a partner or ex-partner. But you
may not know the person. It can be dane by anyone. It doesn't matter who did this to you: it's
never your fault, you are not to blame and have done nothing wrong.

Sextortion is different from intimate image abuse. It's when criminals threaten to share sexuzl
pictures, videos, or information about you unless you pay money or do something else you
don't want to. Both are illegal, but you do not need to work out which offence applies ta you
Report it to the police and they will work it out.

If you are a victim of intimate image abuse, you might feel anxiety, fear and feelings of distrust
and violation. There's no right or wrong way to feel, and we understand that. There is help and
suppart available to you how ever you feel.

We understand it takes courage, but reparting to us is the first ste. We can help vou with
getting the intimate content removed, and give you the support you nesd.



NCII advice and information changes

The first step beyond the landing page has pivoted from reporting to the police to ensuring the victim has timely access to support that can help
either take down their non-consensually-shared content or prevent it from being shared in the first place, across serviced support streams such as
RPH or through self-service options — the latter to either complement or instead of the former.

New content Old content

> Advice and information > Online safety > Non-consensual intimate image sbuse (revenge porr) # - Advicoand infomtion + Onfiss safety * Intimate Image abuse revesas pam]

Non-consensual intimate Intimate image abuse:
image abuse (revenge porn): reporting it to us
get help and support

A Isitan emergency?
Call 999 now in emergency situstions e these:
= thare iz an immedate danger to life

In this section:
= someone s using viokence or i threstening to beviolent

Get started: your options .

Hearing or speech impairments
Get help and support - Fyouve pre-registersd with the smergencySMS service [ use our tecphone
service 18000 o text us an 995

Reporting it to the police
- (Call 999 BSL [ t e 3 Brivieh Sign Languags moerpreter.

Further emotionsl and practical support

There are several ways you can take action if someone has shared, or is threatening to share. I this smcsion:
your intimate Images or videos without your permission.

1. What & ineisate image sbuse reverge pon
It's worth knowing these services won'L cantact the police for you. You'll need to make a
report to the police separately.

2 WA o (OO 1 15 15

= Feporting It o sacisl

Support for adults aged 18 and over Freep—

‘Yau can report ta s, and then if it happened cline yau can also report to the sooal meds
‘company. First. welll bell you how you can repart 1o us.

Revenge Porn Helpline
As it is 2 sexual offence, you will have anomymity after reporting intimate image abuse. This

For advice and help getting the intimale images or videos removed, you can centact the means your name won't be in any publications. like news anticles o journals.

Revenge Porn Helpline [

They will Lalk Lo you to understand whal your circumstances are. They can then also pul you in

touch with organisations and charities that can offer you emotional and practical support. For
example, this might be a domestic abuse charity.

evidence in a timeln

Their service is
i ¥ you're not able to do this, o you'ne worried it's nat safe, don't worry. You can stil report
- avallable to anyone over 18 aharaEins
- open 10am-4pm, Monday to Friday
5 5 Useeful inforrmaticn ifyou have it:
- avallable via phone and emall
+  sender's name

You can also use their chathot on their website at any time if you want support. advice and « usemame

links to helpful websites. If you're making a request for support on behalf of someone else, - weriD

you'll need to get their permission before requesting support from the Revenge Porn Helpline. + whtich platfonm, app, socil meda site, b online space yau were using
- when it happensd

Further information, including how to get in touch is available on the Revenge Porn Helpline's b o e 5 G e A

website. [

Vau should cly screershat an intmate image: if you are sure the persan s over 18 K you are
unsure, dan't screenshot, recard, or share it with anyone, even the palice. it could bea

Other ways you can get help i s

We understand that you may not want to talk to anyone about what's happened. You may also Ways to report
need help getting the images or videos taken down outside of the Revenge Porn Helpline's
opening hours. Vo can repert these crimes online,




NCII advice and information changes

Beyond gaining support for their situation, the new page covering reporting to the police now has enhanced information regarding evidential
capture, to give the victim the best opportunity at gathering the information needed for an investigation, if it is safe to do so.

New content Old content

M > Advice andinformation > Online safety > Non-consensual intimate image abuse [revenge pornl A - Aduiceandinfamation = Onfin safety > Intieate nage sbuse |evenge parm|

Non-consensual intimate
image abuse (revenge porn):
reporting it to the police

In this section:

Get started: your options
Get help and support
Reporting It to the poiice

Further emotional and practical support

‘We understand reporting to the police might feel like a big step. You might feel anxious or
scared. We want you to know that you have done nothing wrong and we are here to help.

Mon-censensual intimate image abuse, or revenge porn, is a serious sexual offence. This
means you will have anonymity after reporting it to the police. Your name won't be in any
publications, like news articles or journals.

It's important you know that you can request support from the Revenge Porn Helpline [
whilst also reporting Lo the police. They can help gel your images or videos taken down. They
«can also put you in touch with organisations and charities that can give you emotional and
practical support

Advice for reporting

‘When reporting to the police, it's helpful if you can give us evidence of what's happened. This
could be screenshots, text messages, videos or photos. It's even more helpful if you can put
the evidence in a timeline. Within this timeline, it’s useful if you can Lell us how you were
feefing and how it impacted you. This might be emotionally. like feelings of stress, anxiety or
being scared. It could be socially, like problems with your family of friends. It could also be
thal you have experienced an impact at your job, or your ability to work.

While we understand it might be difficull at the time, we recommend saving any evidence as
s00n as you canif its safe to do so. This is because social media platforms and adult sites may
take your intimate images or videos down. The person who did this to you might also try and
remove the images. I you can, try and save evidence somewhere only you can access.

You should also only take screenshots and screen recordings if you are sure the person in the
images or videos is 18 or over. If you are unsure if everyane in the image of video 1s 16 or
over, don't screenshot, record, or share it with anyone, even the police. It could be a criminal
offence.

I you're not able to capture evidence, of you're worried It's not safe to do It. don't worry.

You can still report what's happened Lo us, even without it

Intimate image abuse:
reporting it to social media
companies if it happened
online

In this section:

1. What & intimate image abuse [revesge pom)
2. What yow can S reperting it to us
3. Reporting 2 10 soclal meda companies ¥ I Rappened anling

4. Help and support

abuse or 'revenge pom’
matesial removed.

Mast social media sites have rues against sharing intimate i
content without your permission, sa you should be able to get

ind toregort to i [ and what will ha
next

Thesre are ako arganiaticns that cn suppart you in getting intirate image shuse
content removed fram social media and other anline locations.

Adults of 18 and over

Revenge Porn belpline [

Advice and information if you experience intimate image abuse or ‘revenge pomn’ and help
getting images remaved. They can alsa put you in touch with arganations that provide
emotianal suppart.

StopCls

StophCil.org helps adults detect and remave intimate images shared without their permission
anfine across 2 wite range of popular websites. |t can alsa help to prevent zny intimate mages
being upinaded.

Report Harméisl Content [
The website Repart Harmful Cantent can aiss help you get content removed.

Report Harmiul Content: child friendly wersion [

Children and young people under 18
Childline [

He'p and advice for under 18s. Childine can help yau to gzt shared images remaved from the
internet [7.



NCII advice and information changes

Finally, the emotional and practical support page has been lightly enhanced with further agencies discovered as part of this work, as well as
improving the outline of RPH’s and StopNCll.org’s functions.

New content Old content

& > Advice and information > Online safety » N | intimate image ab porn)

Non-consensual intimate
image abuse (revenge porn):
further emotional and
practical support

In this section:

Get started: your options

Gt help and support
Reporting It to the police

Further emotiona] and practical support.

There are specialist supporl organisations and charities that can help you get through what
you're experiencing, These are also available if you are the friend, carer or parent of someone
‘who is the victim of non-consensual intimate image abuse.

If you report what's happened to the police youlll be asked if you want to be put in touch with
a victim support organisation.

Read: What to expect as a victim or witness of a crime [
If you don't want to report to the police you can still get help from those same organisations.

Read: Support for victims and witnesses [

Support for adults aged 18 and over

Revenge Porn Helpline [

Advice and information if you experience intimate image abuse or 'revenge porn' and help
‘getting images or videos removed. They can also put you in touch with organisations that
provide emotional support.

« open 10am to 4pm. Monday Lo Friday.
= the Revenge Porn Helpling's service is for adults (18 or over) only.
= available via phone or e-mail.

StopNClLorg

StopNCll.org helps adults {18+) to detect and protect intimate images or videos from being
shared without their consent on participating platform.

UK Safer Internet Centre [7

Advice for children, young people. parents and carers on keeping safe online and dealing with
online harm.

LS

> Onfing catuty > sam}

Intimate image abuse: help
and support

I this section:

2. What ks Intisuate image shuse evesge por

2. Wihit piows can o repoeting It bo us

2 i i It it happesed onfine:

2. Help and suppar.

Theere iz help and support ausilable if you are the victim of ingmate image abuss ar ‘rvengs
oo’ arif you are the friend, carer of parent of samecae whe has been.

B you repart what's happened to the police you'l be asked if you want to be put in tauch with
& support argansation.

Brad: What to expect o a vichim ar witness of a crime [
¥ you dan't want o report o the police you can stil get help fram those same crganisations.

Red: Support for victims and witnesses (7

Adults of 18 and over

Rewenge Porn Helpline [

Advice and information if you experience revenge parn and help getting images removed.
0345 6000 459

‘You can also email helpivevengenormbelpiine org.uk.

Open 10am to 4pm, Monday ta Frids

The Revenge Pom Helpline's servics is for adults (18 or aver) only.

‘StogHCn

StapMCll.org helps adults remove infimate images shared withaut their permission cnline.
UK Safer Internet Cantre 7

Aadvice for children. young peaple, parents and carers on keeping s3fe aniine and deaiing with
‘andire harm,

The Cyber Helpline [
Free expert help for victimes of cybercime and online harm
Samasitans [

Provides trained volintesrs to talk to about any sbuse you've experienced,

Children and young people under 18

Childline [

Hel and advice for under 185 Childiine can help you ta get shared images remaved from the
intermnet (3



Rollout




Rollout

Release process
 The changes will be released on March 17t
Force readiness

» Please communicate these changes to your operational teams.
 If you have any questions about the changes, or require further information, please contact



Thank you




