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The Surveillance Camera 

Commissioner (SCC) does not 

regulate the use of domestic CCTV 

systems, nor does he have powers 

which enable him to inspect or audit 

CCTV systems, enforce laws or 

otherwise impose a financial or 

other sanction. 

DOMESTIC CCTV 

Top Tips 

Is CCTV the best answer? 

 

Are there alternatives you 

could consider? 

 

Is it likely to affect people’s 

privacy? 

 

Have you looked at our 

Home Security Leaflet? 

 

 

 

 

PREVENT CRIME 

PROTECT COMMUNITIES
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Under the provisions of the Protection of 

Freedoms Act 2012, relevant authorities 

must pay due regard to the Surveillance 

Camera Code. However, the SCC also 

encourages other organisations 

operating CCTV systems and those 

operating domestic CCTV systems, to 

adopt the Surveillance Camera Code on 

a voluntary basis. 

For information and contact, go to the 

SCC at:   

scc@sccommissioner.gov.uk 

 General Guidance 

An individual has the right to protect their 

property and this can be done by using a 

CCTV system where it is necessary, such as a 

security measure. However, the SCC 

recommends that users of CCTV systems 

should operate them in a responsible way to 

respect the privacy of others. 

 

Using a CCTV system to protect a domestic 

dwelling from acts of crime and anti-social 

behaviour is now commonplace. Although 

this seems a reasonable use, there have been 

a number of complaints to the police, 

Information Commissioners Office and the 

SCC from neighbours and other members of 

the public who believe that cameras are being 

used to spy on them and their families. 

 

The following is a short set of considerations 

to guide you through steps for ensuring that 

your CCTV security system reduces the risk of 

intruding on the privacy of others, including 

neighbours. 

Reasons for getting a CCTV system 

Think about the following questions before 

getting a CCTV system: 

? 
 

• Why do I need CCTV? 

• Could I use another means to protect my 

home, such as improved lighting, fencing 

or gates? 

• What do I want my CCTV camera to view 

and record? (this could be the front door, 

a parking space, the back yard, a shed etc) 

 

How will your CCTV system affects others 

 

It is important to consider the privacy of 

others while setting up your system. Ask 

yourself: 

 

 
 

mailto:scc@sccommissioner.gov.uk
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• Where will I position the CCTV to ensure 

minimal intrusion into my neighbour’s and 

other people’s privacy? 

• Will the range of the cameras overlook my 

neighbour’s property, gardens, pavements 

and other areas? (if so, consider ways to 

reduce intrusion such as using privacy 

filters) 

• How will my neighbours feel about my 

CCTV? 

 

You also need to be aware that if your camera 

captures images outside the boundaries of 

your household, then the GDPR and DPA will 

apply to you, and you will need to ensure 

your use of CCTV complies with these laws. 

Please see the Information Commissioner’s 

Office website for more information about 

domestic    cameras covering areas other than 

your own property. 

Letting people know about your CCTV system 

Ensure that you are transparent to those 

around you when installing your CCTV 

system. You can do this by: 

• Informing your neighbour(s) about your 

system 

• Putting up a notice informing people that 

a recording is taking place 

 

If you already have a CCTV system 

 

If you already have a CCTV system installed, 

you should check that: 

 

• Your system is still needed 

• You are complying with the GDPR and the 

DPA if your camera captures images 

outside the boundaries of your home 

• You regularly delete the recordings and do 

not keep them for longer than is necessary 

for the protection of your property 

 

Please note that if your camera is pointing 

directly at a neighbour’s property, you should 

take steps to reposition it to avoid complaints, 

or in some cases accusations of violation of 

privacy or harassment. 

 

Taking responsibility for your CCTV system 

If you are thinking of installing a CCTV system 

or already have one on your property, you 

should be aware of your responsibilities: 

 

• It is your responsibility to make sure that 

the CCTV system is installed correctly 

• You are responsible for all the information 

that is recorded by your system 

• You must make sure that the information is 

not used for any other purpose than 

protecting your property 

 

It is vital that you understand how your 

system works, so make sure you read and 

understand the manual.  If it was 

professionally installed ask your installer to 

show you how to operate it and how to 

export footage if required 

 

https://ico.org.uk/your-data-matters/
https://ico.org.uk/your-data-matters/
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Storing the recorded information 

You must follow the steps below when storing 

the information, you record on your CCTV 

system: 

 

• The date and time on your system should 

always be accurate  

• It is important to check that you have 

enough recording space 

• You should not store any information or 

images for longer than is necessary to 

protect your property.  This means you 

should delete any information once it is no 

longer required 

• You should make sure that the information 

recorded is used only for the purpose for 

which your system was installed (for 

example it will not be appropriate to share 

any recordings on social media sites) 

• You must keep the recordings secure and 

keep access to them to a minimum 

(remember that you are responsible for 

what happens with the information) 

After installation 

 

Once you’ve installed your CCTV system, you 

should consider the following: 

 

• It is important that you check your system 

regularly to make sure that it is working 

properly (this should include cleaning any 

debris affecting the camera and wiping it 

down after bad weather) 

• You should also check the position of your 

camera from time to time to make sure it 

still captures the right images and does not 

overlook someone else’s property or 

public space, such as walk ways. 

 

Using information as evidence 

 

In certain circumstances, the information you 

record may be used as evidence. You should 

bear the following in mind: 

• If your system captures information of an 

incident, it could be use by the police to aid 

an investigation 

• It is important that the information you 

record can be used as evidence, if required 

 

Further reading 

Surveillance Camera Commissioner’s website 

Surveillance camera code of practice 

Information Commissioner’s Office website 

ICO guidance on domestic CCTV 

Protection of Freedoms Act 2012 (PoFA). 

https://www.gov.uk/government/organisations/surveillance-camera-commissioner
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice
https://ico.org.uk/your-data-matters/
https://ico.org.uk/for-the-public/cctv
http://www.legislation.gov.uk/ukpga/2012/9/contents/enacted
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One of the most common failings in a CCTV system is having image sizes that are too small 

to enable identification and recognition. The pictures below demonstrate how large a 

person should look on screen, depending on the purpose you are using the camera for.  
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Use this page to make a note of your requirements 
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First Principle: Related links 

 

Check out all of our Crime Prevention information using the following 

links or by using the QR code to take you to the First Principle Pages 

Alternatively go to our website at https://www.suffolk.police.uk/ and 

look in the 1st Principle A-Z of Crime Prevention.  

 
Allotment Security 

Anti-Social Behaviour 

ATM Security 

Beach Hut Security 

Boat Security 

Building Site Security 

Business Security  

Caravan Security 

Caravan Storage 

Card Security 

Catalytic Converters 

Church Security 

Cold Callers 

Commercial CCTV 

Counterfeit Banknotes 

County Lines Advice for 

Landlords 

Cyber Crime 

Cycle Security 

Dangerous Dogs 

Dog Fouling 

Dog Theft 

Domestic CCTV 

Domestic Violence 

Farm Security 

Fraud Prevention 

Grooming 

Hate Crime 

Heating Oil  

Home Improvements 

Home Security  

Home Security for 

Tenants 

Horses and Stables  

Keyless Vehicles 

Key Safe Security 

Lock Snapping 

Mopeds and Scooters  

Motorcycle Security 

Neighbour Disputes 

Occupiers Liability 

Personal Security 

Power Tool Security 

Products Brochure 

Rural Crime 

Security Alarms 

Sheds and Garages  

Social Media 

Social Media for 

Parents 

Suspicious Behaviour 

Shoplifting 

Taxi Driver Safety 

Vehicle Security 

Windows and Doors 

 

 

 

 

 

 

 

 

 

 

Other Links you might 

find helpful 

 

Ask the Police  

Secured by Design 

Sold Secure 

 

Crimestoppers 

0800 555 111 
 

Victim Care 

0300 303 3705 
 

 

 

 

 

 

https://www.suffolk.police.uk/
https://www.suffolk.police.uk/sites/suffolk/files/allotmentsecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fallotmentsecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302691471&sdata=%2FcytDk2%2F0Bd06uSidoPC%2F6%2BE97L%2FkkLV1kBEUoC%2BU6w%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/antisocialbehaviour1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cashmachines1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/beachhutsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/boatshield_v1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/buildingsitesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/smallbusinesssecurityselfassessment1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/caravansecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/caravanstorage.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fcaravanstorage.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302701434&sdata=tgsjcC2YLB4U3sX%2BIBmCFnMe%2Bt%2F8G4krev948vmK%2FRA%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/cardsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/catalyticconvertertheft1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/churchsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/coldcallers1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/commercialcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/counterfeitbanknotes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/countylinesadviceforlandlords1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cybercrime1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/cyclesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dangerousdogs1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/dogfouling1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/dog_theft.docx.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticcctv1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/domesticviolencepeopleatrisk1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/farmsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/fraudprevention1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/grooming1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/hate_crime_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/heatingoilsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/extendingandrefubishing1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/homesecuritychecklist1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/homesecurityfortenants.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fhomesecurityfortenants.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=IrPrUFdRxKRGzyuMzoJCL%2FOhQpPjXOUiu6ihO%2FYOfNw%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/equinesecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/keylesscarandvantheft1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/keysafegoodpractice1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/locksnapping1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/mopedsandscooters.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmopedsandscooters.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302711389&sdata=xVipnRDdGvUxe0jOEN7AgkItD9eqp6VDNJcdK%2BQVwWw%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/motorcyclesecurity.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Fmotorcyclesecurity.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=BKdnP4CpAprDUOZwMLnMCP8Njcd8CGm6IjL3L6WnLww%3D&reserved=0
http://www.suffolk.police.uk/sites/suffolk/files/neighbourdisputes1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/occupiers_liability.pdf
http://www.suffolk.police.uk/sites/suffolk/files/personalsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/powertoolsecurity1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/security_product_brochure.pdf
https://www.suffolk.police.uk/sites/suffolk/files/rural_crime_0.pdf
https://www.suffolk.police.uk/sites/suffolk/files/securityalarmsalarmspolicy1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shedandgaragesecurity1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/socialmediasafety1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/socialmediaparentsguide1.pdf
http://www.suffolk.police.uk/sites/suffolk/files/socialmediaparentsguide1.pdf
https://www.suffolk.police.uk/sites/suffolk/files/reporting_suspicious_behaviour.pdf
https://www.suffolk.police.uk/sites/suffolk/files/shoplifting_3.docx.pdf
https://www.suffolk.police.uk/sites/suffolk/files/taxidrivers.pdf%3chttps:/gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.suffolk.police.uk%2Fsites%2Fsuffolk%2Ffiles%2Ftaxidrivers.pdf&data=02%7C01%7C%7C6090a1f642d24d01591208d86534b3a7%7C63c6bc72b09342dbbf8a14e2a998e211%7C0%7C0%7C637370624302721342&sdata=DNzDiPlxaMEsmCYqSHuJizYgolDUyUcPEKIb3HvZbvs%3D&reserved=0
https://www.suffolk.police.uk/sites/suffolk/files/vehiclesecurity_0.pdf
http://www.suffolk.police.uk/sites/suffolk/files/replacementwindowsanddoors1.pdf
https://www.askthe.police.uk/content/@1.htm
http://www.securedbydesign.com/
https://www.soldsecure.com/
https://crimestoppers-uk.org/
https://imsva91-ctp.trendmicro.com/wis/clicktime/v1/query?url=http%3a%2f%2fwww.nsvictimcare.org&umid=8BB16A37-8B0A-1405-B695-51799783D05C&auth=76a36a0301cf7179612a4414203a61368905a968-6c34111bc20cd6d98a499f4e434534b0101176c5

