
 

 
 

 

 
Freedom of Information Request Reference No: FOI 004364-17 
 
I write in connection with your request for information received by the Norfolk and Suffolk 
Constabulary on the 29 March 2017 in which you sought access to the following 
information: 
 
“Please provide a copy of the four most recent "Suffolk Constabulary fraud profiles", sent to 
Suffolk Constabulary from the National Fraud Intelligence Bureau.” 
 
Response to your Request 
 
The response provided below is correct as of 29 March 2017 
 
Norfolk and Suffolk Constabularies have located the following information as relevant to 
your request. 
 
The Constabularies Cyber Crime, Digital Forensic and Fraud Investigations department 
have confirmed there are 4 Fraud Force Profiles held within Norfolk and Suffolk 
Constabularies as follows: 
 
Norfolk  – 01.04.2015-30.09.2015 
Suffolk  – 01.04.2015-30.09.2015 
Suffolk  – 01.04.2016-30.09.2016 
Suffolk  – 01.10.2015-31.03.2016 
 
The four documents have been attached with a number of redactions to remove 
operationally sensitive information.  
 
The Constabularies would suggest the request is also send to the City Of London Police for 
further information relating to the National Fraud Intelligence Bureau / Action Fraud.  
 
Section 1 of the Freedom of Information Act 2000 (FOIA) places two duties on public 
authorities. Unless exemptions apply, the first duty at s1(1)(a) is to confirm or deny whether 
the information specified in a request is held. The second duty at s1 (1)(b) is to disclose 
information that has been confirmed as being held. 
  
Section 17 of the Freedom of Information Act 2000 requires that Norfolk and Suffolk 
Constabularies, when refusing to provide such information (because the information is 
exempt) are to provide you the applicant with a notice ban which: 
 
(a) States that fact 
(b) Specifies the exemption(s) in question and  
(c) States (if that would not otherwise be apparent) why the exemption(s) applies. 
 
The information is exempt from disclosure by virtue of the following exemption(s); 



 
Section 23(1)  - Information concerning Security Bodies 
Section 31(1)(a)  - Law Enforcement 
 
Section 23 is a class based and absolute exemption and as such, I am not obliged to 
consider the public interest for disclosure or otherwise, of the information requested.  
 
Section 31 is a qualified based and prejudice based exemption and I am therefore obliged 
to consider the public interest.  
 
Public Interest Test  
(When applying a qualified exemption a public authority is required to consider whether ‘in all circumstances of the case, the 
public interest in maintaining the exemption outweighs the public interest in disclosing the information’) 

 
Harm  
 
Fraud profiles are documents created centrally by the National Fraud Intelligence Bureau 
(NFIB) and sent to each force regarding fraud local and national fraud trends. The 
documents themselves provide intelligence and current thinking around current fraud, who 
may be committing the acts, future possible threats and criminal methodology in carrying out 
such offences, all of which assists in the gathering of intelligence and the consideration of 
future trends or issues.  
 
The disclosure of this information by individual force and nationally will undermine the police 
service’s ability to detect and disrupt fraud which affects many people within our society 
each year. The value of money lost to fraud by businesses and individuals is in the millions 
each year and any disclosure which undermines the Constabularies ability to deal with 
these crimes is not in the public interest to disclose.  
 
To identify intelligence, or lack of, would be of use to those committing particular types of 
fraud and could undermine police investigations and encourage others to attempt certain 
types of fraud.  
 
The Police Service is charged with enforcing the law, preventing and detecting crime and 
protecting the communities we serve.  In order to achieve these objectives we need to 
ensure that information provided does not disclose the tactical capability of Constabularies 
and in-depth knowledge concerning ongoing operations.  
 
The prevention and detection of crime is the foundation upon which policing is built and the 
police have a clear responsibility to prevent crime, arrest those responsible for committing 
crime or those who plan to commit crime.  However, there is also a duty of care to the public 
at large.  The UK Police Service has a positive undertaking to protect the public from harm 
and that duty of care to all involved, must be the overriding consideration. 
 
Favouring Disclosure 
 
The disclosure of the exempt material would provide details of the level of knowledge that 
the police service has about specific types of fraud. The public would be better aware of 
potential threats and may be able to take appropriate steps to avoid becoming a victim of 
fraud.  
 
Knowing the level of detail the police service has regarding particular frauds will ensure that 
the public are more conscious of certain types of fraud if there are less safeguarding 
measures to prevent that type of fraud. This will ensure that victim numbers are reduced. 
 



There is a public interest in the community being made aware of all the facts relating to such 
matters in order to ensure complete openness and transparency.  
 
This information will ensure the public are reassured that nationally, issues concerning fraud 
are being adequately resourced and managed.  
 
Factors Favouring Non-Disclosure 
 
Disclosure of the exempt information would undermine the law enforcement tactics by 
providing details of intelligence in specific fraud areas. The information will provide an 
indication of the police services understanding of fraud and who may be committing it.  
 
The information, whether correct or not, would provide information into the public domain 
which could be exploited by those intent on committing fraud. This would have a direct 
impact on policing operations combatting particular frauds and, if undermined, would 
increase the number of victims. Criminals could use the information to avoid detection by 
changing their methods which would reduce the likelihood of victims recuperating losses. 
 
The personal safety of the public is inextricably linked to national security and any 
information that could identify vulnerabilities would not be disclosed. The risk to public 
safety cannot be ignored and Norfolk and Suffolk Constabularies have a responsibility to 
ensure safety of individuals is protected at all times, as detailed within the harm. 
 
Balancing Test 
 
The exempt information relates to the intelligence picture of fraud across the country in 
specific types of fraud. Although there is a public interest in making details of fraud public so 
that members of public and businesses can protect themselves, the disclosure of 
intelligence which relates to an on-going investigation or is not correct may lead to offenders 
to adapt their methods in order to avoid detection.  
 
The disclosure of any information which undermines policing operations is not in the public 
interest as victims would like to see the offenders bought to justice and any losses provided 
back to them. The disclosure of the requested material would have an impact and could in 
fact lead to further victims.  
 
Details of frauds are generally made public, the NFIB website provides details of current 
threats to individuals and businesses. The exempt material provides operational details or 
levels of intelligence which can be exploited by criminals to their advantage. It is our opinion 
that the public interest does not outweigh the use of exemptions for the redacted 
information. There is considerable material in the public domain about fraud that satisfies 
the public interest in knowing information in order to safeguard themselves. This further 
information would impact local and national policing.  
 
As much as there is a public interest in knowing that the delivery of law enforcement is 
appropriate and balanced, this will only be overridden in exceptional circumstances.   
 
Therefore it is our opinion that for these reasons the balance test for disclosure is not made 
out for the relevant redacted aspects of the response.  
 
This response will be published on the Constabularies web-site under the Freedom of 
Information pages:- 
 
https://www.norfolk.police.uk/about-us/our-data/disclosure-log 
https://www.suffolk.police.uk/services/freedom-information/disclosure-logs  



 
Should you have any further queries concerning this request, please contact Clair Pack, FOI 
Decision Maker, quoting the reference number shown above. 
 
A full copy of the Freedom of Information Act (2000) can be viewed on the ‘Office of Public 

Sector Information’ web-site; 
http://www.opsi.gov.uk/ 

 
Norfolk and Suffolk Constabularies are not responsible for the content, or the reliability, of 

the website referenced. The Constabulary cannot guarantee that this link will work all of the 
time, and we have no control over the availability of the linked pages. 



Your Right to Request a Review of Decisions Made Under the Terms of the  
Freedom of Information Act (2000). 

 
If you are unhappy with how your request has been handled, or if you think the decision is 
incorrect, you have the right to ask the Norfolk and Suffolk Constabulary to review their 
decision. 
 

Ask Norfolk and Suffolk Constabularies to look at the decision again. 
 
If you are dissatisfied with the decision made by Norfolk and Suffolk Constabularies under 
the Freedom of Information Act (2000), regarding access to information, you must notify the 
Norfolk and Suffolk Constabulary that you are requesting a review within 20 days of the date 
of its response to your Freedom of Information request.  Requests for a review should be 
made in writing and addressed to: 
 

Freedom of Information Decision Maker 
Information Management Department 
Suffolk Constabulary 
Police Headquarters 
Martlesham Heath 
Ipswich 
Suffolk 
IP5 3QS 
OR 

    Email: information@suffolk.pnn.police.uk   
 
In all possible circumstances Norfolk and Suffolk Constabulary will aim to respond to your 
request for us to look at our decision again within 20 working days of receipt of your request 
for an internal review. 
 

The Information Commissioner. 
 
After lodging a request for a review with Norfolk and Suffolk Constabulary, if you are still 
dissatisfied with the decision, you can apply to the Information Commissioner for a decision 
on whether the request for information has been dealt with in accordance with the 
requirements of the Act. 
 
For information on how to make application to the Information Commissioner please visit 
their website at www.ico.org.uk or contact them at the address shown below: 
 

The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Telephone: 01625 545 700 

 
 
 


