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MESSAGE FROM THE CHIEF CONSTABLES 

 
 

Simon Bailey 
Norfolk Chief Constable 

 

Policing is becoming ever more dependent on efficient and effective ICT support, which itself is continually developing 

and changing.  A major element of the policy of collaboration between Norfolk and Suffolk Constabularies was the 

decision to join the two separate ICT departments into one joint department headed by a single joint Director of ICT 

serving the needs of both forces. 

Arising from this decision, it has been possible to restructure ICT services and support in a way which provide better 

support to both forces at lower cost, and this has been, and continues to be, a major contributor to the savings 

required under the government’s austerity programme. 

In 2014 an external review of ICT was carried out which broadly supported the actions taken and being taken and the 

direction of travel to develop the joint ICT function.  This update of the Joint ICT Strategy captures the ongoing work 

and plans over the next 3 years. 

 

 

 
Douglas Paxton 

Suffolk Chief Constable 
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FORWARD BY JAMES CLOSE, DIRECTOR OF JOINT ICT 

The ICT Strategy has been created to reflect the continuing work of the department to deliver ICT services to Norfolk and Suffolk Constabularies. The 

strategy reflects the common ambition of the two Constabularies, to focus on improving service to citizens through innovation, smarter ways of 

working and better use of information. Through the concept of a single ICT platform across the two counties, providing integrated services to deliver 

value for money, reduce carbon footprint and make the sharing of information more effective, ICT becomes not just an enabler but a strategic partner 

for the two constabularies. 

However, new technology alone cannot deliver the transformational change that is required to meet the financial challenges facing the two 

organisations over the coming years. Therefore ICT shall collaborate and work alongside other business leads as they undergo the cultural and process 

changes required alongside the technology. 

This strategy will support the Joint Digital Strategy to ensure the digital ambitions of the two organisations are underpinned by the most efficient and 

effective ICT solutions, to ensure they are fit for purpose and future proofed, ensuring all available technologies are explored to deliver value for 

money. 

 

DELIVERING THE STRATEGIC OUTCOMES 

As a strategic partner, ICT will support initiatives and projects prioritised by the Joint Chief Officer Team, ICT will also play an active part in the delivery of the Information Management 

and Digital Strategies.  

SUPPORTING OPERATIONAL POLICING 

ICT will continue to provide ongoing systems to the required service levels to support operational policing. Underpinning this: 

 Delivery of mobility to the frontline and back office staff, making information readily available. 

 Delivery of new technologies to support the changing nature of policing. 

 A programme of cost reduction measures will continue downward pressure on the unit costs of delivery of existing ICT services. 

 Enhancements to the sustainability of existing ICT infrastructure through the annual tech refresh programme. 

 Regular engagement with 3rd party suppliers and industry leaders to ensure best use of emerging technologies.  
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STRATEGIC FOCUS 

The focus will be on achieving the following outcomes: 

PROTECTIVE POLICING –  KEEPING PEOPLE SAFE :- 

Enhance the constabularies’ use of information to enhance public safety and the protection of 

vulnerable groups ensuring the ICT infrastructure is robust and secure in line with the delivery of IL3 

and IL4 accredited by CESG and aligned to national requirements. 

PERSONAL POLICING –  VISIBILITY WITH PURPOSE :- 

Provide ICT solutions that will maximise Officer time out of station and provide Officers with 

information that will support effective decision making. 

PERSONAL POLICING –  ENABLING POLICING IN A DIGITAL WORLD 

Provide ICT solutions that will facilitate engagement between members of the public, the 

constabularies and partner agencies via digital channels. 

PROFESSIONAL POLICING –  MANAGING IN A PERIOD OF AUSTERITY :- 

Support the work of the Digital Strategy and Mobile Working initiatives to improve the effectiveness 

efficiency and security of the organisations operational and business functions. 

PROFESSIONAL POLICING –  TRANSFORMING POLICING THROUGH INNOVATION :-  

Identify and apply innovative technology to achieve transformational change in the delivery of 

policing functions. 
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DELIVERING THE STRATEGIC PRINCIPALS 

GOVERNANCE 

 ICT will support initiatives and projects endorsed and prioritised by the Joint Chief Officer Team and progress will be reported through the ICT Programme 

Board Chaired by the appointed ACO(R)/ACC. The ICT programme Board will also monitor overall delivery of the ICT Programme of work 

which includes annual tech refresh, estates projects and the corporate change programme. ICT will also be represented where necessary on 

Project Boards (in line with Prince Methodology) where ICT provide an input. ICT also play a key part in the delivery of the Information 

Management Strategy and Digital Strategy. 

The constabularies are increasingly looking to ICT to support transformational change, with such demands it is essential to have a robust 

governance structure in place that ensures that funds and finite resources are positioned to focus on the highest priority projects. 

BUSINESS CHANGE 

Business change projects requiring dedicated ICT resources or funding must be endorsed by the ICT Programme Board to ensure appropriate resources are available within the ICT 

Programme and/or prioritised in line with Joint Chief Officer priorities. 

BENEFITS REALISATION 

The Corporate Development and Change department maintain a “benefits book” which provides the organisation with the ability to track project benefits through their lifecycle  and 

contributes to the post-implementation review. 

BUSINESS PRIORITIES  

ICT will ensure that funds and resources are in place to deliver the projects agreed by the ICT Programme Board in the desired time frame. Where there is a resource conflict Joint Chief 

Officers will dictate the priority based on threat and risk to the two organisations. The Joint Chief Officers Team, chaired by the both Chief Constables, provides the overall tone, 

direction and strategy for the organisations.  

BUSINESS AS USUAL 

Infrastructure replacement, upgrades or refreshing existing systems are all business as usual projects that are mandatory to meet the service level requirements. 

SUSTAINABILITY 

ICT will pioneer and prioritise the use of low energy and sustainable technologies. 

By employing sustainable technologies the organisations’ data centres electricity usage is declining year on year. 
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Test 

Release 

Design Build 

Configure 

Energy Saving is now an integral evaluation criterion for all ICT projects. Solutions are evaluated on areas such as low-energy capability, green packaging and 

recyclability. Desktop PCs are ENERGY STAR compliant devices with ultra-low power screens. 

ICT will continue to identify additional innovative methods of making environment improvements across all areas of work and activities, this is reported via the Joint 

Carbon Reduction Board. 

AGILITY 

ICT provide an in-house development team to deliver agility for small projects to complement with the Commercial Off-The-Shelf (COTS) strategy for major projects. 

ICT will continuously improve service quality and customer focus in every activity delivered. 

In line with the Joint Digital Strategy, ICT’s delivery model is based on the development of the four pillars of ICT delivery. These are the 

Microsoft platform (incl. Microsoft application stack) Steria Storm, Athena and the Enterprise Resource Planning (ERP) system. Where 

required functionality cannot be economically delivered using these platforms commercial off-the-shelf (COTS) products will be 

investigated. ICT has also established an internal small works development team to deliver value for money products and 

services. The focus of this team is on delivering agile initiatives (using Microsoft® SharePoint® as the platform) through 

short, time-bound projects. 

The delivery capability of ICT is enhanced through partnerships and strategic outsourcing contracts with commercial ICT 

suppliers. ICT will continue to develop strong working relationships and contractual flexibility with private sector suppliers of 

both products and services to ensure ICT can flex to meet operational demands, reducing overheads at a time of reducing 

budgets. 

ICT will seek to drive better value from previous and future investments by replacing equipment based on business utilisation 

rather than at set refresh points, reusing existing systems where it is prudent to do so whilst ensuring the system remains fit for 

purpose. The delivery model will allow ICT to provide professional, dynamic and agile services to support the demands of policing 

in Norfolk and Suffolk. 

COLLABORATION 

ICT will work collaboratively with partner agencies, particularly in the eastern region, to identify information sharing opportunities and efficiency savings through shared ICT capacity 

and infrastructure. 

It is anticipated that there will be an increasing need to share information quickly and securely with partner agencies to enhance the protection of the vulnerable in society. We will 

enhance our systems during the life of this Strategy to facilitate exchanging information under agreed protocols with partner agencies. 

 

Agile 
ICT 
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POLICE 

Information sharing with other UK police forces is already business as usual for both organisations and ICT. We will continue to build on these partnerships and recommend 

collaborative National ICT systems rather than insulated local systems. 

CRIMINAL JUSTICE 

Continued support for the Digital First programme which provides a secure route for transfer of information between the constabularies, the Public Prosecution Service, the Prison 

Service, the Forensic Service and the Courts and Tribunals Service. 

EDUCATION & EMPLOYMENT 

Along with other branches within the forces, ICT work in partnership with the University of East Anglia in offering yearlong student Placements and Government backed 

Apprenticeships. All staff within ICT are ITIL foundation certified and are trained on an annual basis on new products in line with their role within the department. 

PUBLIC SECTOR 

ICT will continue to work closely with our strategic partners within the public sector and third parties. This will enable information sharing and also enable costs to be driven down to 

improve quality/speed of service to the citizen. 

SECURITY 

ICT will balance threat, risk and harm to apply a level of security that mitigates those risks to ensure useable solutions that offer significant benefits to policing. 

All ICT solutions are subject to penetration testing (where applicable) and audit by the Information Security officer, the SIRO is charged with overall 

acceptance of information risk. The ICT environment is subject to an annual review ensuring security compliance is maintained and connectivity to national 

systems can be maintained. 

The proposed changes from the existing Government Protective Marking Scheme (GPMS) to the Government Security Classification (GSC) will present an 

opportunity to review how we currently classify our Data and the ICT systems that this data resides on. It is anticipated that UK Policing will complete the 

transition to the new scheme during the period of this Strategy. 

As part of the review of the Protective Marking of existing ICT systems, we will embark on a process to establish the extent to which we can reduce the costs of 

protecting our data whilst still maintaining a higher level of classification for those areas that need to maintain that higher level. This work will be carried out in 

partnership with the Information Management Department.   
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INNOVATION 

INNOVATION IN ICT 

ICT recognises that innovation is crucial to providing first class ICT for a modern policing service. The 

innovation process has evolved to encourage more cost effective ways of exploiting existing 

technologies and to stimulate new ideas. 

REQUEST FOR SERVICE PROCESS 

Every day, ICT receives requests for amendments to existing systems or to highlight complex problems 
that might be aided by the use ICT solutions. The Digital Strategy Board and Technical Architect help to 
triage these requests by identifying existing solutions that could be reused or defining new technology 
solutions. 

ICT will evaluate new requests against existing technologies and delivery within the four core pillars of 
the environment. If 80% of the required functionality can be delivered within these existing platforms it 
will be used. 

ENVIRONMENTAL SCANNING 

The funnel diagram demonstrates how ICT conducts internal and external analysis to deliver solutions 

and generate new ideas. 

All ICT staff are encouraged to offer innovative ideas and highlight technology within their area of 

specialism that may offer benefits either operationally or in financial terms (savings). 

INNOVATION DEVELOPMENT 

Staff are encouraged to investigate and present innovative proposals which are considered by the ICT Senior Management Team. The most useful, appealing and value-adding that will 

help transform policing are then presented for stakeholder backing. Successful proposals are tested through technology pilots or offered as future strategic projects for the ICT 

Programme Board to consider. 

TRANSFORMING DELIVERY 

ICT have already progressed innovation proposals including body worn video and digital working. Over the period of this Strategy ICT will be supporting the business in innovative 

areas such as predictive analysis and next generation mobile devices. 
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FUNDING 

The constabularies will face significant funding challenges throughout the period of this ICT Strategy as a result of future rounds of the comprehensive spending 

review. The challenge will be to drive operational excellence in order to reduce ICT running costs while improving service quality to the citizen. 

The 2014/15 budget represents a significant reduction on the previous years’ budgets. This spend can be broken down in the context of a 

Run-Grow-Transform model or simplified further into business change vs business as usual. 

The majority of the ICT budget is spent on ICT operations, i.e. maintaining and running the existing computer systems, telephone, radio, 

and data. These business as usual functions increase every time a new system becomes operational, unless of course legacy systems, 

where they exist, are decommissioned.  

ICT business change spend in the areas of ‘grow’ and ‘transform’ have shown significant return on investment since the last ICT Strategy. 

During the course of this Strategy, our business as usual will see us investing in technology that will achieve the twin benefits of improving service 

and reducing the annual running costs of operating the ICT infrastructure to allow further investment (where available) in growth and transformational 

delivery. 

BENCHMARKING & METRIC 

ICT will continue to drive down costs and deliver best value, as evidenced through external benchmarking of our ICT costs (Most Similar Forces). 

Internally, ICT will continue to benchmark supplier prices on services and equipment that require investment, using Crown Commercial Services frameworks to ensure value for money 

and keeping procurement costs to a minimum. 

ICT will continue to monitor and evaluate benchmark data from all relevant sources and anticipate further engagement with HMIC during the life of this Strategy to ensure all ICT costs 

are fully understood and continue to deliver value. 

Through benefits realisation ICT will continue to develop processes to identify the value of ICT services being delivered. ICT Projects delivered during the previous strategy such as 

single Storm, AVLS/APLS and other single systems across the two counties have and continue to deliver significant business value. 
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OUR STAFF 

STAFF DEVELOPMENT, RESOURCING & SUCCESSION PLANNING 

ICT is committed to providing a best-in-class ICT service, which requires an agile, competent, fit for- 

purpose and motivated workforce. 

Following a strategic review of priorities it was recognised that the demands placed on ICT will continue 

to grow. As a result ICT received approval to appoint additional temporary staff resources and these will 

be put in place during this Strategy. 

This growth will complement the ICT succession planning that is in place to manage natural staff attrition 

through movement and retirement. This includes seeking permanent posts at all grades; apprentices at 

junior grades (promising a full time job offer on successful qualification) and student placements. The 

new posts help enhance our delivery capability and demonstrate investment in staff development for the 

short, medium and long term. 

A training plan is developed annually for each member of staff ensuring they have the required 

knowledge to fulfil their duties and deliver new capabilities, this ensures ICT has the relevant skills and 

attributes to deliver the necessary ICT service to the two organisations. 
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ICT PROGRAMME - BUSINESS CHANGE PROJECTS 

ICT PROJECT DELIVERY & GOVERNANCE  

The ICT Programme Board is responsible for the approval, resourcing & planning of all 

ICT projects. 

Once approved delivery is coordinated via the ICT Programme Manager & the ICT 

Senior Management Team reporting updates at each ICT Programme Board Meeting. 

In consultation with key stakeholders across the organisation, ICT has identified 

priority initiatives for delivery during this 2014-17 strategy period. These initiatives will 

contribute to achieving the strategic outcomes referred to in this Strategy and are 

aligned with the various Programme Boards in support of Personal, Professional and 

Protective Policing. 

The projects which underpin these priority initiatives have been assessed against a 

matrix of factors such as ‘Improving street presence’, ‘Operational Imperative’ or 

‘Value of Benefits’, to determine how best to utilise the increasingly pressurised 

resource and budget available. 

  

ICT Programme Board

ICT Strategy Digital Strategy

Strategic Change ProgrammeChief Officers Group

Technical Governance

ICT Requests Initiated

Programme Planning & 

Resource Allocation

Technical Architecture & Solution DesignSolution Development
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ICT 5-YEAR STRATEGIC ROADMAP AND TECHNICAL REFRESH PLAN 
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TECHNOLOGY STRATEGY 

The two organisations recognise the potential to maintain and improve services, to share relevant data with partner agencies 

and to reduce costs by partaking in shared service initiatives with other public bodies. 

During the period of the Strategy we will review the opportunities to house and operate our central ICT infrastructure cost-

effectively whilst maintaining resilience and protection of data. 

ICT will evaluate new technologies against our business requirements and service delivery to ensure that, where applicable, the 

most up to date solution is implemented while ensuring the highest level of availability is met and costs are reduced as a result. 

ICT will continue to keep a watching brief on the development of cloud technologies and where applicable utilise these to 

deliver effective and scalable solutions. 

REMOTE ACCESS STRATEGY 

To ensure a consistent approach for all remote access requirements, ICT have recently reviewed the existing connectivity solutions and have standardised on two. For all force owned 

assets, connectivity will be delivered using Microsoft Direct Access. This includes remote working, home working and operational policing access. Direct Access allows users to work as 

though they are connected locally to the internal network and provides remote management capabilities ensuring devices remain under the control and management of ICT even 

when outside of the corporate network. 

For third party and partner access a Citrix Netscaler device is used which delivers greater control over the remote session and ensures that data remains within the corporate network 

and only a view of the data is presented remotely. 

To ensure these remote working solutions continue to provide the capabilities required by our customers we will evaluate the available technologies ensuring the most effective and 

cost effective approach is taken. 

SERVER AND INFRASTRUCTURE SERVICES STRATEGY  

The Server strategy is based on several key elements.   

The primary principle is to keep solutions simple and flexible where possible. This can be done by being creative and innovative, making use of new technologies when appropriate to 

drive down costs and provide value for money, whilst continuing to ensure a high level of availability to the organisation.  

Key components of this approach will be based on the following: 

 Virtualise whenever possible onto dedicated Hyper-V clusters that are all managed centrally 

 Smart Consolidation of servers (avoiding physical server sprawl) 
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 Scale out over scale up 

 Use of 2 socket servers and modern server hardware platforms to minimise costs 

 Improved use of automation to free up resource for key projects and to support the ICT programme delivery 

VIRTUALISATION 

Virtualisation has been heavily utilised within the both constabularies since its introduction in 2006. Currently ICT run several virtualisation platforms including VMware, Citrix 

XenServer and Hyper-V in several different locations (Dereham, Martlesham and OCC).  

In 2014 the DR environment available in Dereham was refreshed and the new environment uses Hyper-V as the 

virtualisation platform. 

Then In 2015 the main virtualisation environment will also be replaced as part of the ongoing tech refresh program. 

The ICT department will take the opportunity to invest in the latest generation of Dell hardware and to rationalise and 

consolidate onto a single hyper-V virtualisation platform. The majority of the environment will be located at OCC 

Wymondham and split across the two available datacentres.  

This environment will then be grown accordingly in line with business requirements. The strategy going forward is to prefer solutions that 

can be hosted with virtual components wherever practically possible.  

The only exception to the strategy above is the new ERP environment which is based on Oracle Virtual Machine.  

STORAGE 

Over recent years the organisations have made an investment in iSCSI storage solutions, primarily the Dell EqualLogic. 

With the EqualLogic system going end of life in 2016 there is an opportunity move away from this platform, but to 

continue to utilise iSCSI based storage systems. ICT are currently investigating several options, working closely with its 

primary hardware supplier Dell to identify a replacement platform. 

It is expected that the replacement storage solution will be of a different design to that of the EqualLogic which favoured 

a more decentralised approach. The replacement storage will most likely use a more centralised approach, and storage 

may be procured for both equipment rooms at the OCC Wymondham with this model in mind. This would improve 

flexibility and utilisation by allowing systems to have their storage increased or decreased on a more dynamic basis. If a 

tiered storage solution is procured then the solution will ensure that data is kept on the appropriate storage tier which is 

most applicable (frequently accessed data on faster disks, and seldom accessed data on the cheaper slower disks).  

The aspiration is to move to 10Gb connected storage over the next three to four years, especially for heavily utilised 

solutions that host a large number of users or require high performance.  



Not Protectively Marked 

16 

Where it is not possible or practical to use the primary storage system for a requirement then the Dell MD line of iSCSI or direct attached storage solutions will be utilised instead.  This 

will ensure standardisation on a common and familiar platform where possible. 

As part of the Exchange server refresh in 2016 storage space will be investigated as a cheaper alternative to providing large amounts of storage on expensive storage arrays. This has 

had wide uptake in the industry and as such is worthy of investigation as the expectation is that the e-mail volumes will continue to increase and so will the storage requirements. 

PHYSICAL HARDWARE 

Where it is not possible to virtualise systems physical hardware will continue to be procured through procurement framework agreements such as SPRINT II where possible. All 

physical servers should be one of two models, the R6xx and the R7xx. This allows complete interoperability of hardware, and minimises the spares requirements for systems as the 

near end of life.   

Server hardware should always be as resilient as is cost effective to do so, including features such as dual power supplies.  

Typically solutions will have a maximum of two processors to minimise licensing costs and to save on power consumption and cooling. All servers will be fitted with an iDRAC card for 

remote monitoring and management. 

All physical hardware that is providing production services will be in warranty. Servers are replaced on a five year replacement programme (Tech Refresh) unless it is uneconomic to do 

so. 

MONITORING 

As part of the virtualisation rationalisation Virtual Machine Manager (VMM) 2012 R2 will be introduced to manage and monitor 

the Dereham, Martlesham and OCC Hyper-V farms.  

Systems Centre Operations Manager 2007 is currently monitoring the server estate. It is expected that this will be 

upgraded to 2012 R2 in 2015 to take advantage of system improvements and to provide integration into VMM. 

Systems Centre configuration manager 2012 was updated to R2 in October 2014 and is responsible for all client build and 

software distribution. It is expected that this will continue to be upgraded as new versions are released and as the 

organisations move to new client operating systems. 

To improve automation, and assist in the management of the server estate, cluster aware updating will be implemented 

as part of the hyper-v implementation in 2015/2016. During the same time period a move to a more automated patching 

system for less critical systems will also be implemented utilising Systems Centre Configuration Manager.  

Orchestrator will be investigated as a solution in 2016/2017 to build on the existing systems centre investment and to drive through truly automated processes. These solutions will 

improve on the effectiveness of the server team and free up resource to manage an ever growing estate. 
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BACKUP 

Tivoli Storage Manager is the current backup platform which has been designed as a centralised backup solution. This system was refreshed in March 2014, and it is accepted that this 

will remain in use for the next 5 years, growing as necessary to meet business need. The platform is due for refresh in 2018/19 and will be evaluated at that point. 

There may be highly exceptional circumstances where an alternative backup solution may be considered. Where this is the case then Backup Exec will be utilised. An example of this 

would be the ANPR system where the large cost of expanding the backup system outweighs any benefit to utilising Tivoli.  

MESSAGING 

In 2015/16 more work will be done to investigate updating the outdated Office Communicator Server 2007 implementation to either Lync or Jabber to provide increased integration 

with the VOIP telephony solution. 

Currently the e-mail system runs on Exchange 2010. ICT will update the e-mail system to Exchange 2013 (or next release) in 2016/17 as part of the Tech refresh cycle.  

ACTIVE DIRECTORY/DNS/DHCP 

Active Directory is the main authentication tool and all new systems should integrate with Active Directory wherever possible and practicable to do so. The Domain functional level 

and the Forest functional level is Server 2008 R2. It is anticipated that this will continue to be raised in line with the operating system upgrades on the domain controller estate. DNS 

will also be updated accordingly. 

There are two DHCP servers serving the entire environment, one based on the OCC and the other in Dereham. These two servers are using the split scope method to allocated 

addresses. When these servers are updated to Server 2012 R2 (anticipated in 2015/16) DHCP failover load balancing functionality (a shared scope that either server can allocate from) 

will be implemented to improve resiliency. 

OPERATING SYSTEM 

The current windows server estate consists of Windows Server 2008 R2, 2012 and 2012 R2 based systems. Moving forward the ICT will continue to move to the latest Server operating 

systems as they are released. New systems should always use the latest operating system available to them, and as such the current expectation is that all new systems will use Server 

2012 R2 where possible. Existing solutions will be moved to the latest server operating system when they are refreshed or replaced. The aim is to ensure that all production systems 

run on an operating system that is supported by Microsoft.  

The Linux estate is based primarily on SuSe Linux, on versions 10 and 11. The preference on the Linux estate is to use SuSe Linux as the operating system where possible, but it is 

appreciated that occasionally other versions may be required as part of third party solutions.  

All systems on the corporate network are subject to the ICT patching policy and are patched on a regular patch cycle (monthly for Windows based systems, and quarterly for Linux 

based systems). 

 



Not Protectively Marked 

18 

APPLICATION VIRTUALISATION 

There is a Citrix Presentation Server 4.5 environment and XenApp 6.5 environment in use. These environments are used to provide access to commonly used applications that are not 

appropriate for installation directly onto workstations for various reasons (incompatibility with other applications, not practical to roll out in an automated fashion etc.).  

The XenApp 6.5 environment also publishes out a virtualised desktop which is delivered to the IGEL thin client estate which is utilised at sites with low bandwidth availability, and areas 

that do not require full blown desktops to provide cost savings.  There is significant investment in the required Citrix XenAPP and Microsoft RDS CALS and utilising these technologies 

fully leverages this investment.  

In 2015/16 the Presentation 4.5 environment will be phased out and all applications migrated to the XenApp 6.5 environment. There are no immediate plans to update XenApp 6.5 as 

the present release of XenApp (7.5) is not a suitable replacement. The plan is to wait for the next release and to do the next update in 2016/17 as is appropriate.  

There is also a VMware virtual desktop environment providing a VDI platform that is in limited use. The plans for this platform are to gradually move away from it, using the Citrix 

virtual desktop and IGEL device as a replacement where appropriate.  
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NETWORK AND TELEPHONY STRATEGY 

WIDE AREA NETWORK (WAN) 

GENERAL APPROACH  

ICT will operate a wide area network that meets the following Availability Key Performance Indicators (KPIs): 

 Core network - minimum 99.999% 

 Backbone - minimum 99.99% 

 Edge - minimum 99.9% 

The network must also have the flexibility to meet changing operational demands, be cost-effective, secure and present a low management overhead. 

NETWORK CONNECTIVITY  

In order to do meet the objectives we will continue to use a bearer-agnostic approach to WAN connectivity.  Commoditisation of network 

links through market trends (e.g. next generation Broadband / ADSL) and Crown Commercial Services frameworks (fixed WAN links / PSN) 

has resulted in a reduction in the cost of WAN connectivity.  Leveraging this with use of private microwave links has led to a reduction in 

the operating expenditure of the wide area networks of over £0.5m between 2012 and 2014.  It is planned to continue this approach in 

order to continue to realise further efficiency savings.  In addition to cost there are other advantages: 

 Flexibility - commercial off the shelf connectivity may be procured quickly 

 Technology independence – industry standard network links can be used in a mix and match approach, choosing the best 

technology to fit a particular requirement 

 Supplier independence - a mix and match of suppliers can be used to achieve the lowest cost in any situation, avoiding supplier 

entrenchment and contract inertia 

The types of technology employed will be as follows: 

 Microwave - where line of sight exists and it is feasible, licence and equipment costs can allow for links as low as £2 per Mb/sec per 

annum, with deployment times typically 2-3 months 

 ADSL - for sites with lower bandwidth requirement this provides options at around £20 per Mb/sec per annum, requires low capital 

investment, and can be deployed in typically a few weeks 

 Point-to-point links - where microwave and ADSL are not feasible point-to-point links will be considered, although these have 

higher capital costs and delivery times are usually 3-6 months.  Typical cost of these links is around £600 per Mb/sec per annum 
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It is anticipated that the evolving high-speed Broadband ADSL (fibre to the cabinet) will provide a very cost-effective option for an increasing number of premises as the national 

rollout continues to reach further into the counties of Norfolk and Suffolk.  Trials of these services are underway at the time of writing and will inform future development plans. 

In addition to the above we will continue to monitor the availability and pricing of PSN connectivity.  Presently in the counties of Norfolk and Suffolk PSN connectivity is delivered 

utilising point to point links but with an additional cost overhead of the PSN infrastructure, with some further limitations such as high latency and contractual tie-in.  Should these 

obstacles be overcome, it may be increasingly feasible to use this technology in years to come. 

A longer term option to consider is a managed "service wrap" WAN contract but costs for these previously have been very high - £750 per Mb/s per annum and upwards; contracts are 

complex, require lock-in with the provision of disparate services, do not have a provision for prices to reduce following market trends, and are relatively inflexible with contractual 

changes and amendments required for minor changes to operation, which has in the past made it very difficult to respond to the immediate or short term demands of operational 

policing.  There are also very few operators in the market and hence questionable competition.  It is planned to consider this technology again later in FY2015/16 to see how the market 

may have evolved. 

NETWORK EQUIPMENT 

Network hardware employed will be commercial off-the-shelf selected on the requirements of the situation in question and will be procured via framework agreements such as 

SPRINT II as far as possible.  Network equipment will normally be configured and managed in-house to enable rapid response to organisational demand and potential incidents, and to 

facilitate compliance with security requirements.  All network wide area links will be encrypted to either police community or CESG standards as appropriate, irrespective of bearer. 

THIRD PARTY MAINTENANCE AND SUPPORT 

Network hardware identified as involved in the delivery of mission-critical services to Category ‘A’ locations will be covered by a manufacturer-backed third-party maintenance support 

agreement, including a break-fix service and access to manufacturer's software support.  This is to ensure that spares are available in a timely manner and also that manufacturer-

backed expertise is available to deal with any issues. 

For all other network equipment maintenance spares will be retained at a central location.  To enable this to work efficiently, equipment installed will be standardised across the 

estate; that is to say, the same router and switch models will be used across similarly sized locations as far as possible. 

IP ADDRESSING 

General Approach 

All IP addressing used internally will be RFC1918 compliant and centrally managed by a single authority.  Duplicate IP addressing will only be permitted on non-routable parts of the 

network and where good reason exists.  All IP addressing used will be IPv4, with IPv6 only used by exception and where operationally required.  It is expected that with the volume of 

IP addresses available in the RFC1918 space (approximately 716,000 addresses per member of staff) and the unlikely event of electronic services being delivered direct to the public 

from the internal infrastructure that widespread use of IPv6 will not be required in the foreseeable future. 
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Eastern Region Joint Addressing Scheme 

In 2011 the systems architects from the six police forces in the Eastern Region plus Kent Constabulary agreed a provisional allocation for a joint internal IP addressing scheme in the 

RFC1918 range, to facilitate any future collaboration opportunities that may arise.  The intended approach was to gradually move into the new scheme as and when opportunities 

arise, for example technology replacements or real estate moves.  The ranges are as follows: 

 10.0.0.0/11 Norfolk 

 10.32.0.0/11 Suffolk 

 10.64.0.0/11 Hertfordshire 

 10.96.0.0/11 Bedfordshire 

 10.128.0.0/11 Cambridgeshire 

 10.160.0.0/11 Reserved 

 10.192.0.0/11 Kent 

 10.224.0.0/11 Essex 

Being served by a joint infrastructure Norfolk and Suffolk have themselves merged their ranges and the significant majority of IP addressing (over 95%) now falls within the joint range 

of 10.0.0.0/10.  It is not clear at the time of writing what progress towards this plan has been made by other forces in the region. 

Eastern Region Community VPN 

The six eastern region forces, plus Kent and Thames Valley, have in addition to and advance of above set up a community VPN over the Police National Network (PNN) to allow sharing 

of services such as vetting and intelligence.  This VPN is a closed community WAN with cloud-based connectivity and utilises the range 172.17.0.0/16.  This is based on a service which is 

available on PNN3 but will be not be available on PNN4.  Alternative arrangements will be made for continuing use of the systems already deployed post migration. 

INTERNET CONNECTIVITY 

Demand for Internet connectivity experiences a continuing upward trend.  To accommodate this, connectivity is provided centrally via leased lines at OCC and Bethel Street with un-

contended, symmetric access.  This enables demand from in excess of 6,000 users internally to be aggregated and provided in the most cost-effective manner.  All outbound Internet 

access is via a proxy-server with caching to reduce the bandwidth demands significantly and to enable centralised security monitoring.  The OCC and Bethel Street connections are 

provided at 50Mbps and 10Mbps respectively which can be increased at proportionate cost and at short notice to meet additional demand.  Growth in traffic is monitored and at the 

present time it is not expected that either of these services will need to be replaced in the next 2-3 years. 

GUEST INTERNET ACCESS 

Collaboration with partner agencies and visits to police premises by outside agencies frequently results in the demand for third party Internet access.  To avoid the need to make 

regular ad-hoc arrangements for this, to aggregate demand, and to reduce operating costs access for this is provided over wireless Ethernet at most major police premises.  The 

service utilises the same wireless infrastructure as internal network access but is securely partitioned and fed to external Internet connections based at Martlesham and Carmelite 

House. 
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POLICE NATIONAL NETWORK AND PUBLIC SERVICES NETWORK 

The constabularies connect to the Police National Network via PNN3 / CJX connections provided by Vodafone (formerly Cable and Wireless).  This service is being replaced by PNN4 

(PSNP) during 2014/2015 which will operate over the Public Services Network (PSN) as a bearer.  Connectivity is being reduced from four links to two with one into each major 

datacentre at OCC and East Dereham. 

The PSN bearer for the PNN4 service is locked-down to the police community and connectivity to other agencies is controlled by a centralised gateway operated by the Home Office, 

ostensibly for security reasons.  This means that connecting to agencies outside of the police community automatically incurs a significant latency penalty, has limitations on IP 

addressing available, and firewall administrative changes where they are required can only be undertaken by the Home Office at a chargeable rate.  These factors mean that general 

PSN connectivity via the PNN links is very limited and it is possible in future that additional, separate PSN links may be required to provide adequate connectivity to partner agencies in 

the public sector. 

LANDLINE TELEPHONY 

GENERAL APPROACH 

ICT will maintain an emergency telephone service into control room locations and a business telephony system for staff and officers across the 

two counties.  The system Availability KPIs for the telephone systems are as those for the wide area network in section 3.1.1. 

The existing telephone systems are in the process of being replaced and modernisation from traditional analogue and TDM systems to 

VoIP.  This process was begun in 2010 and will continue.  The business telephony service is provided over VoIP with the exception of part 

of Suffolk Police HQ, with this work expected to be completed by January 2015.  The mission-critical telephony is subject to a replacement 

programme beginning September 2014 and which will be complete by late summer 2015 with a joint contact centre platform. 

TELEPHONE NUMBERING - EXTERNAL 

Main Public Contact Numbers 

The constabularies publish external contact numbers as follows: 

 Norfolk or Suffolk Emergency: 999 or 112 

 Norfolk or Suffolk Non-emergency: 101 

 Non-emergency (Suffolk Only): 01473 613500 

 Non-emergency (Norfolk Only): 01953 424242 

The numbers above are routed into control rooms directly.  There are no plans to change any of these numbers. 
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LEGACY PUBLIC CONTACT NUMBERS 

Some legacy public contact numbers still exist and are routinely dialled by members of the public.   

 Legacy geographic numbers in Norfolk now have a recorded announcement which advises the caller to re-dial 101.  In the next two years these numbers will be ceased, subject 

to checks on how many calls they continue to receive. 

 The legacy non-geographic number in Norfolk of 0845 4564567 is routed to the switchboard as it still receives a large number of calls despite being expensive to dial from 

some mobile phones, expensive for the organisations to operate, and not publically advertised since 2010.  It is planned to put a recorded announcement on this service in the 

next two years.  This was an intended strategic step with the adoption of the 101 service but implementation has awaited the reduction in call volumes not yet seen.  It is 

possible that further publicity advocating use of 101 will be required in Norfolk. 

 Legacy geographic numbers in Suffolk remain have a recorded announcement which advises the caller to re-dial 101.  These numbers receive a very small volume of calls so 

these numbers will be cancelled in the next six months.  

BUSINESS CONTACT NUMBERS 

General business contact numbers are as follows: 

 Norfolk: 01953 425699 

 Suffolk: 01473 613500 

Both of the above numbers are routed to an automated switchboard, where a caller may then select an extension number they require to be connected directly. 

A limited facility is available in both counties for the provision of direct inward dialling.  With pressures on the internal numbering scheme, the Ofcom national numbering plan, and the 

opportunity to reduce costs the use of direct inward dial is now deprecated and the service will be removed in the near future for all except business-critical requirements. 

TELEPHONE NUMBERING - INTERNAL 

Both organisations utilise a four-digit internal telephone numbering scheme occupying the entire four-digit range.  These exist from legacy implementations but it is not feasible at the 

present time to consolidate into a single four-digit range.  At present, the solution to allow cross-county dialling on a single internal telephone system is to have a prefix system as 

follows: 

 Within Norfolk: dial four digit extension e.g. x1234 

 Norfolk to Suffolk: add prefix 03, e.g. 035678 

 Within Suffolk: dial four digit extension e.g. x5678 

 Suffolk to Norfolk: add prefix 04, e.g. 041234 

The system works well and there are no significant drivers to move to a joint five-digit numbering scheme at this time. 
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The above prefixes were agreed with Cambridgeshire Constabulary as part of a 3 force scheme to support collaboration in 2011, with the further prefix of 05 being reserved for internal 

calls into Cambridgeshire from either Norfolk or Suffolk at some future date.  It is however possible that collaboration between Cambridgeshire and their preferred partners 

Hertfordshire and Bedfordshire will supersede this arrangement at some point. 

Removal of the legacy TDM telephone equipment in both constabularies has resulted in the freeing-up of ranges of numbers that were previously employed for system operation (e.g. 

routing between exchanges).  These additional numbers will in future be allocated to personal numbers for members of staff to permit mobility.  There are no detailed plans as yet as 

to which staff or officers may benefit from this although it is expected that the numbers chosen will not require a prefix for inter-county dialling. 

PUBLIC TELEPHONE NETWORK CONNECTIVITY 

Both constabularies have a significant number of connections to the public telephone network (PSTN).  These connections generally exist for historic reasons and work is underway to 

rationalise them to reduce cost and the complexity of the telephone system. 

DIRECT EXCHANGE LINES 

Direct Exchange Lines (DELs) will be retained or employed only in the following circumstances: 

 They form the basis for WAN connectivity where Broadband ADSL is used 

 They are required to support a premises alarm 

 They are installed to support third parties' equipment 

 They provide resilience to the internal telephone system for SRST (Survivable Remote Site Telephony) for sites with a single WAN connection where business requirements 

dictate higher availability e.g. operational police premises 

 Functional independence from the main telephone system is required (e.g. covert operations) 

 Any special technical or business requirements 

In all other situations they will be removed to reduce cost and a project is active at the time of writing to undertake this work. 

ISDN AND SIP 

Both constabularies have a significant number of ISDN30 connections which were historically required for a number of reasons: 

 to provide local number reach into the organisations for members of the public 

 to provide call breakout at local call costs for as many calls as possible 

 to provide resilience to the telephone system 

A review of the provision of ISDN has been carried out and has recommended that the ISDN30 connectivity across both organisations should be replaced with a lower number of high-

capacity SIP connections.  This is expected to significantly reduce the operating cost as it addresses all three of the requirements above but with more modern technology with smaller 

footprint.  It is also significantly cheaper for telecoms carriers to deliver. 
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It is expected that both constabularies should benefit from SIP connectivity to the PSTN by summer 2015. 

AUDIO AND VIDEO CONFERENCING 

The organisations host a Miton Meet and Talk audio conferencing platform which can host up to 128 concurrent conference participants. This 

integrates into the main telephony system and while heavily used has capacity to spare.  Previously conferencing was outsourced to BT 

MeetMe for which a charge of 10p per participant was incurred.  Growth in the demand for conferencing resulted in an annual usage 

cost of in excess of £60k per year before the Miton solution was implemented.  Annual operating costs of the Miton system 

extend to third party maintenance support only at approx. £2k.  There are no plans to change this approach in the foreseeable 

future. 

The organisations utilise a Polycom RMX video conferencing solution which is used extensively for face to face communications 

between the geographically disparate locations in both constabularies.  While this is satisfactory for present in-house demands 

it does not offer external connectivity and options are presently being considered for an upgrade or replacement.  In view of 

the significant operating costs previously incurred with audio conferencing the strategy is to continue to operate a solution on 

premises but with a secure firewalled connection rather than consider a hosted option and the most likely way forward at this time will be to expand the existing Polycom system with 

external connectivity in order to maximise the investment in hardware already made. 

CAPITAL TECHNOLOGY REFRESH 

Equipment will be replaced on a pre-planned rolling basis for the following reasons:  

 The PNN Community Code of Connection requires network devices to have up to date security patches, and this is contingent upon the hardware being recent enough that 

the manufacturer is continuing to release these 

 to maintain the standards for availability in section 3.1.1 

 to reduce the support overhead of maintaining unreliable equipment 

 to ensure that support for up to date technology standards exists as may be required by any other component in the infrastructure or for the delivery of service to the 

constabularies 

The effective lifespan for devices varies according to type of device, application and manufacturer and can be summarised as follows: 

 Active devices which form part of the infrastructure that supports mission-critical systems will be replaced when manufacturer's software support is no longer available, or six 

years, whichever is the less 

 All other active devices will either be replaced within 10 years; when a major security vulnerability by which they are affected arises (if manufacturer's software support period 

has since elapsed); on failure; or where new functionality is required 

 Passive infrastructure such as converters and patch cables will be replaced on failure or after 10 years 



Not Protectively Marked 

26 

 Structured cabling will be replaced after 15-20 years depending on wear, suitability for current technology requirements and rate of incidences of high errors / failures.  

However, any building works are expected to provide a more likely and natural opportunity for cabling refresh. 

These guidelines are used to draw up a costed rolling capital plan which may be used for financial planning purposes. 

SECURITY STRATEGY 

Network infrastructure is involved in protecting information assets typically marked at OFFICIAL and OFFICIAL - SENSITIVE.  Security strategy is based on information and guidance 

from a number of sources, including official sources (e.g. CESG, Home Office National Police Information Risk Management Team, NPIRMT) and commercial sources such as vendor 

guidelines and industry best-practice.   A comprehensive set of standards are detailed in the Police National Network (PNN) Code of Connection (CoCo) issued by NPIRMT and the 

constabularies compliance with these is independently assessed on an annual basis via an IT Health Check (ITHC) carried out by a CESG Listed Advisor Scheme (CLAS) consultant.  In 

between formal IT Health Checks any new systems introduced which comprise part of the network security perimeter are independently assessed by a CLAS consultant.  
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GLOSSARY 

 

A 

Active Directory (AD): Central repository of user 

accounts & access groups used to control access to 

computer systems. 

ADSL: Broadband internet connection. 

ANPR: Automatic Number Plate Recognition – 

Operational application used to photograph and read 

vehicle registration plates. 

B 

 

C 

Citrix: A computer product that allow the remote 

delivery of a computer environment used in 

conjunction with Thin Client computing. 

CESG: The Information Security arm of GCHQ, and the 

National Technical Authority for Information Assurance 

within the UK 

D 

DHCP: Dynamic Host Configuration Protocol – allocates 

IP addresses and associated configuration to network 

devices allowing them to communicate. 

DR: Disaster Recovery, a separate computer 

environment, usually geographically separated from 

the production environment, to be used in the event of 

major failure to deliver the service from the primary 

site. 

E 

ERP: Enterprise Resource Planning – the software 

platform used to deliver the organisations HR, finance, 

Payroll and Procurement capabilities. 

Equalogic: Dell’s proprietary storage platform used to 

store computer data. 

F 

 

G 

GB: Gigabyte – a measurement of computer data 

capacity used to measure storage capacity. 1GB = 

1,073,741,824 Bytes. 

Gb: Gigabit – a measurement of computer data 

capacity used to measure network capacity or 

throughput. 1Gb = 1,073,741,824 bits. There are 8 bits to 

a byte. 

H 

Hyper-V: Microsoft’s virtualisation platform. 

I 

IL3: Impact Level 3 is the national standard for the 

securing of data of a restricted level based on the 

current Government Protective Marking System 

(GPMS). 

IL4: Impact Level 4 is the national standard for the 

securing of data of a confidential level based on the 

current Government Protective Marking System 

(GPMS). 

iDRAC Card: Remote management card installed in 

servers to allow low level control and diagnostics of 

servers. 

IP Address: A unique number allocated to any network 

device to identify it on the network. 

iSCSI: A computing interface standard used to connect 

servers to external storage and backup devices. 

J 

 

K 

 

L 

LAN: Local Area Network is the network environment 

delivering services within one physical location. 

Linux: Open Source operating system installed on 

servers as an alternative to the costly Oracle SUN 

Solaris platform. 
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M 

 

N 

 

O 

 

P 

Patch: A computer update package used to address/fix 

vulnerabilities in a computer program. 

PNN: Police National Network – secure network used 

to connect UK police forces to each other and centrally 

hosted police systems such as PNC. To be replaced in 

2015 by PSNP. 

PSNP: Public Services Network for Police – replacement 

network for PNN.  

PSTN/PSN: Public Service Telephone Network/Public 

Service Network – the telephone networks used to 

deliver calls across the world. 

Q 

 

R 

 

S 

SIP: Session Initiation Protocol - A signalling 

communications protocol, widely used for controlling 

multimedia communication sessions such as voice and 

video calls over Internet Protocol (IP) networks. 

T 

Thin Client: A computer that does not have any local 

processing, storage or software installed. It is used in 

conjunction with a Citrix environment to deliver the 

corporate desktop environment. 

Tivoli: IBM’s centralised backup solution used within 

ICT to back up the majority the constabularies’ data.  

U 

 

V 

Virtualisation: The delivery of multiple servers from a 

single physical computer. This increasing the capacity 

of a physical environment while reducing cooling and 

power costs & improving availability. 

VoIP: Voice over IP is a telephony standard allowing 

telephones to make calls using the computer data 

infrastructure removing the need for a dedicated 

telephony environment. 

VPN: Virtual Private Network – provides a secure 

connections across unsecure networks such as the 

internet. 

W 

WAN: Wide Area Network – the network connection 

that transfer data between remote physical locations. 

X 

 

Y 

 

Z 

 

# 



 

 

 

 

 

 

POLICE AND CRIME PLAN FOR SUFFOLK 2013-17 
SUMMARY 

 

“Making Suffolk a safer place in which to live, work, travel and invest” 
 
 

As the elected Police and Crime Commissioner for Suffolk my role is to 
ensure that policing in Suffolk is efficient and effective and to hold the Chief 
Constable to account for the delivery of  policing. I also have a wider 
community safety role working with partners, the voluntary, social and 
community enterprise sector, business representatives and the people of 
Suffolk to enhance community safety in Suffolk. 

 
I am passionate about Suffolk. I believe we all have a part to play in making 
Suffolk a safer, vibrant and thriving community where people want to live, 
work, travel and invest. 

 
As we strive to deliver excellent policing services the impact of the 
Government’s budget cuts means we will have fewer resources to meet the 
ever-increasing demands. Despite already having one of the smallest budgets of all police forces, 
and one of the lowest costs of policing per head of population, we must save a further £10.6m by 
the end of 2016/17. This is on top of £12m in savings that have already been made. Regardless of 
this I have honoured my manifesto commitment to freeze the council tax for policing for 2013/14. 

 
Over the next three years I intend to improve those areas where performance needs to be better 
and maintain those where performance is good. The current climate presents exciting opportunities 
as we challenge existing practices and develop new ways of working. For example, I am open to 
the idea of further collaborative and partnership approaches with partners, whether public or 
private. The decisions I make will be driven by my aim to make Suffolk a safer place and most 
importantly whether it is in the best interests of serving the people of Suffolk. 

 
Clear leadership from myself and the Chief Constable will be paramount in the future and I am 
confident that with the help of our excellent workforce and our good working relationships with 
public sector partners and our colleagues from the voluntary, community and social enterprise 
sector, we will deliver more effective and coordinated solutions which will be fundamental to 
achieving my aim to: 

 

 

“Make Suffolk a safer place in which to live, work, travel and invest”. 
 
My aim is supported by four strategic Police and Crime Objectives: 

 Responding to emergencies 

 Solving Crime 

 Preventing and Reducing Crime and Anti-Social Behaviour 

 Caring for Victims and Vulnerable People. 
 
My police and crime objectives are translated into specific performance measures or key areas of 
work. These will indicate how well my objectives are being achieved and are set out in my 
performance assessment framework. They include: 

Appendix A 



 

0 

 To answer a minimum of 90% of emergency calls within 10 seconds 

 To respond to at least 90% of emergency incidents within 15 minutes (in urban areas) and 
20mins (in rural areas) 

 Improve the solved rate for violence with injury 

 Improve the solved rate for domestic burglary 

 Improve the solved rate for robbery 

 Improve the solved rate for serious sexual offences 

 Improve the solved rate for drug trafficking 

 Reduce the number of violence with injury offences 

 Reduce the number of domestic burglary offences 

 Reduce the number of robbery offences 

 Reduce the number of ASB incidents 

 Improve the level of satisfaction of victims of crime with the overall service provided to them 

 Improve the level of victim satisfaction with ‘follow up’ 

 Reduce the percentage of ‘repeat’ victims of domestic abuse crimes/incidents 

The full Police and Crime Plan explains how I will evaluation performance against these objectives. I can 

also award Crime and Disorder Reduction Grants to anyone who can deliver services that will 

contribute to my police and crime objectives. For the year 2013/14 I received a fund of £572,000 
from the government which I have decided to increase to £600,000 using my corporate budget. I will 
use this fund to award grants to the Safer Suffolk Partnership and the five Suffolk Community Safety 
Partnerships (Babergh,  Ipswich, Suffolk Coastal. Waveney and Western) who, on my behalf, will 
award grants to community safety initiatives. All awards will be assessed on their ability to contribute to 
my objectives and particularly their potential to address the following key areas of work: 

 
 Reducing re-offending 

 Preventing the damaging effects of drugs and alcohol 

 Supporting vulnerable families 

 Providing high quality services to victims 

 Dealing with domestic and sexual abuse 

 Creating a safer environment for road users 

 Supporting effective crime prevention and community safety activities 

 Reducing anti-social behaviour 

 Engaging with businesses to impact on business crime 

 Improving trust and confidence in the criminal justice system 
 
Applications for grants should be forwarded to your local Community Safety Partnership. 

 
I will be accessible to members of the public who can contact me directly. Your views and 
comments are important so I can judge whether you are satisfied with policing in Suffolk. I will 
conduct regular meetings in each constituency to hear your views about policing and I will regularly meet 
with business representatives, partners, representatives of our workforce and our colleagues from the 
voluntary, community and social enterprise sector to hear first-hand about their experience of policing 
in Suffolk. 

 
My full Police and Crime Plan is available on the website www.suffolk-pcc.gov.uk 

 

 

Tim Passmore, Police & Crime Commissioner for Suffolk 
Police Headquarters, Martlesham Heath, Ipswich, I P 5  3QS 01473 
782773 

spcc@suffolk.pnn.police.uk 
www.suffolk-pcc.gov.uk 

 

http://www.suffolk-pcc.gov.uk/
mailto:spcc@suffolk.pnn.police.uk
http://www.suffolk-pcc.gov.uk/


 

 

 

 

Summary Police and Crime Plan 

for Norfolk 2013 -17 
 

Keeping Norfolk Safe and Secure 
 

I was delighted to be elected your Commissioner and become the 

‘people’s voice for policing and crime’ in Norfolk. Thank you for 

your faith in my ability to keep the county one of the safest places 

in the country. This is my clear focus as we work with ever- 

reducing budgets - a tough challenge indeed. 
 

Although it is becoming better understood, the role of Police and Crime Commissioner 

is wider than that of representing the public to hold the police to account - it encourages 

public authorities and the voluntary sector to work in a more ‘joined up’ way to tackle crime 

problems, preventing criminal activities in the first place and reducing demand on police. 
 

Together with Jenny McKibben, my deputy commissioner, our aim is to provide leadership 

and focus for all those involved in community safety and criminal justice. Building on 

the partnership arrangements already in place, I will take every opportunity to remove 

unnecessarily complicated processes to get funding and resources directly to vulnerable 

people - where they can be most effective. 
 

Having previously worked with Chief Constable Phil Gormley and his chief officer team, I feel 

we had a ‘head start’ - we already had a high level of shared understanding of the challenges 

for Norfolk. This certainly helped in my first priorities, the drafting of this Police and Crime 

Plan and the setting of a budget that would deliver that Plan. 
 

I pay tribute to the small, committed team of people in my office who made sure we were able 

to meet impossibly-tight deadlines and who contributed to the high-quality work that builds on 

the forward-thinking plans of the former Police Authority. 
 

I will continue to draw on a much larger team of people to help me in my task of keeping 

Norfolk safe and secure – you! Jenny and I rely on your input and support and look forward 

to meeting as many individuals, groups and organisations as possible. 
 

Do get in touch and tell us how it is for you. In turn, I will keep you updated on our progress. 
 
 
 
 
 
 

 

OPCCN, Building 8, Jubilee House, Falconers Chase, 
Wymondham, Norfolk NR18 0WW 

Telephone: (01953) 424455 Email: 

opccn@norfolk.pnn.police.uk 

Website: www.norfolk-pcc.gov.uk 
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What is a Police and Crime Plan and why do we need one? 
 

The Police Reform and Social Responsibility Act 2011 requires each Police and Crime Commissioner in 

England and Wales to issue a Police and Crime Plan to take effect from 1st April 2013. It must cover the 

period up to 31 March 2017 or until a subsequent Plan is issued. 
 

The primary focus of a Police and Crime Plan is to set the Police and Crime Commissioner’s (PCC) 

objectives for crime and disorder reduction for the police force area. One of the main differences between 

the objectives in a Police and Crime Plan and those in Policing Plans issued by police authorities in previous 

years, is that they set overall direction not only for the police, but also for other criminal justice organisations 

and those working to prevent crime and disorder. 
 

In addition to the broad crime and disorder reduction objectives, the Plan also sets specific objectives for the 

Constabulary, such as reducing particular crime types, or increasing detections. As well as helping to focus 

the Constabulary’s activity over the period of the Plan, these specific objectives provide the public with a way 

to monitor and assess the performance of their local police force under the Police and Crime Commissioner 

ahead of the next PCC elections to be held in May 2016. 

 

Objectives for Crime and Disorder Reduction in Norfolk 
 

Reduce priority crime, anti-social behaviour 

(ASB) and reoffending 

Norfolk is one of the safest counties and we want 

to keep it that way. In recent years we have seen 

significant reductions in crime and ASB, so this 

objective focuses on ensuring this trend continues. 

At the same time, we’ll continue to encourage 

reporting of under-reported crimes such as 

domestic abuse and hate crime, and work with 

partners to raise awareness and support victims. 
 

The 10% most prolific offenders in Norfolk are 

responsible for 32% of crime so working with 

partners to reduce reoffending is a priority. 

 

Reduce vulnerability, promote equality and 
support victims 

Supporting people who are victims or witnesses 

to a crime or who are vulnerable to becoming a 

victim is a key priority. 
 

We are committed to working in partnership to, 

where possible, prevent offences occuring, but 

also improve opportunities for Norfolk’s most 

vulnerable. 
 

The PCC has a specific responsibility to obtain 

victim’s views regarding policing during 2014, and 

will receive national funding to commission local 

services for victims. 

 

 

Reduce the need for service through preventative and restorative approaches and more 
joined-up working with partners, protecting the availability of frontline resources 

This objective focuses on tackling the root causes of crime by preventing crime occurring, making early 

interventions, encouraging victims to report and providing high-quality services to victims. By exploring 

further approaches to working with offenders and collaborating with partners, we aim to reduce the demand 

on policing services and partner organisations, thereby protecting the availability of frontline resources. 
 

We will work with partners to address key factors such as alcohol/ substance misuse and mental health 

where this is known to impact on crime or ASB. We will also promote the use of restorative approaches, 

which have been shown to help reduce reoffending and assist victims by challenging behaviour and putting 

repairing the harm done to relationships and people ahead of assigning blame and dispensing punishment. 
 

 
 

These objectives have been identified following wide engagement with Norfolk Constabulary and other responsible authorities, local criminal 

justice organisations, representatives of the voluntary, community and social enterprise sector and those who live and work within Norfolk. The 

views of the organisations and individuals who contributed have been considered through a thorough assessment process which has identified 

the crimes and incidences of disorder which have the greatest impact in Norfolk. 



 

 

 

 

Objectives for Policing within Norfolk 
 

The objectives for policing have been based on those set within the last Policing 

Plan issued by Norfolk Police Authority. This is because assessments carried out 

have shown those objectives still remain valid. The performance measures in the 

last Policing Plan were set for the four-year period up to 2015, but these have been 

extended to 31st March 2016 to give the public a complete and up-to-date picture of 

the performance of their police force in time for the May 2016 PCC elections. 
 

• Reduce the number of priority crimes, i.e. burglary, robbery, 
theft of and from motor vehicles, serious violence and 
arson, by 18% 

• Increase serious sexual detection rates to 35% 
 

• Increase serious violence detection rates to 68% 
 

• Reduce the number of collisions in which people are killed 
or seriously injured on Norfolk’s roads to no more than 320 
in the year 2015/16 

 

• Increase public satisfaction to 80% 
 

• Reduce the impact of anti-social behaviour (ASB) by 
reducing incidents of ASB by 40% 

 

• Increase the detection rate for incidents of domestic abuse 
to 55% 

 

• Reduce reoffending of the most prolific offenders 
 

• Reduce violent and sexual crime within key night time 
economy areas. 

 

Holding the Chief Constable to account 
The Police and Crime Commissioner is responsible for holding the 

Chief Constable to account, on behalf of the public, for an efficient 

and effective police force. 
 
This includes how the Force complies with the Police and Crime 

Plan, how it contributes to national policing issues such as counter-

terrorism, how it works to promote equality and safeguard children, 

and how it uses its budget and collaborates with other forces. 
 
The PCC will meet informally with the Chief Constable and other 

senior officers on a regular basis to ensure that performance against Plan objectives is on track, and to raise 

other issues such as where an area of crime or disorder that is not included in the Plan may be causing concern. 
 
The PCC will also meet formally with the Chief Constable at scheduled meetings which will be open to the 

public. Details of these meetings can be found on the PCC’s website, as can the minutes of the meetings and 

information about decisions made by the PCC. 
 
Information on the Constabulary’s performance and how the PCC has carried out his role will be included within 

the PCC’s Annual Report. The Annual Report is a key document used by the Police and Crime Panel - the group 

of people responsible to monitoring the work of the PCC - to hold the PCC to account on behalf of those who 

elected him.  

 

 


