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FREEDOM OF INFORMATION REQUEST 

 
 

REQUEST NUMBER:  F-2015-01367 
    FOI 98/15/16 
 
REQUEST DETAILS:   
 
“This Freedom of Information request is in relation to police payments to 
informants (members of the public) for information. 
  
Could you please list all payments to police informants (non-police 
employees) between 1 April 2011 and 2015. 
  
In terms of the format, could you outline whether the payment is to a female or 
a male, how much it was for, when it was paid and where more than one 
payment is made to the same person could this please be made clear. 
  
Where a police informant is on a retainer (paid a regular amount), could the 
amount per month be made clear and how long it was paid for to give the 
overall amount. 
  
Could you also provide the overall total for the amount paid by the force to 
police informants over the four years.” 

 
RESPONSE:   
 
Suffolk Constabulary and Norfolk Constabulary have considered your request 
for information and our response is below.    
 
This response is correct as of 11 May 2015 
 
Suffolk and Norfolk Constabularies have completed a search of the financial 
systems for all payments made to police informants. 
 
The Total payments for each financial year, is provided in the table below: 
 

Force 
Financial Year 

2011/2012 2012/2013 2013/2014 2014/2015 

Norfolk £44,764.72 £42,264.05 £40,131.05 £29,793.63 

Suffolk £39,593.76 £51,595.44 £53,170.98 £42,387.67 

Total £84,358.48 £93,859.49 £93,302.03 £72,181.30 
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Information relating to individual payments made to each informant, including 
the breakdown by gender and whether an individual is on a retainer, has not 
been provided due to exemptions within the Act.  

 
Section 17 of the Freedom of Information Act 2000 requires the 
Constabularies; when refusing to provide such information (because the 
information is exempt) is to provide you the applicant with a notice ban which: 
 
a. States that fact 
b. Specifies the exemption(s) in question and  
c. States (if that would not otherwise be apparent) why the exemption(s) 

applies. 
 
The information is exempt from disclosure by virtue of the following 
exemption; 
 
Section 40(2)  – Personal Information 
Section 30(2)(b)  – Investigations - By virtue of S ection 30(2)(a)(i) 
 
Section 40(2) is an absolute exemption and applies to third party personal 
data. This would not be released under the FOIA unless there is a strong 
public interest. This is because any release would breach Data Protection 
Principles contained within the Data Protection Act 1998. 
 
One of the main differences between the Data Protection Act and the 
Freedom of Information Act is that any information released under FOI is 
released into the public domain, not just to the individual requesting the 
information. As such, any release that identifies an individual through 
releasing their personal data, even third party personal data, is exempted 
unless there is a strong public interest in its release. The public interest is not 
what interests the public but what benefits the community as a whole.  
 
Personal data is defined under the Data Protection Act 1998 as data that is 
biographical in nature, has the applicant as its focus and/or affects the data 
subject’s privacy in his or her personal, professional or business life. 
 
This is an absolute, class based exemption and, as such, there is no 
requirement for the public interest test. 
 
Section 30 is a qualified and class based exemption and I am therefore 
obliged to consider the harm and conduct a public interest test in disclosure of 
this information.  
 
Public Interest Test   
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When applying a qualified exemption a public authority is required to consider whether ‘in all 
circumstances of the case, the public interest in maintaining the exemption outweighs the 
public interest in disclosing the information 
 
Factors favouring Disclosure 
 
Information when provided in relation to geography will be less harmful if the 
provision of the data was set at a higher level i.e. Force level. In this request, 
the level of data required is at Force level and therefore it could be argued 
there would be less harm in the disclosure of this information for Suffolk and 
Norfolk as a whole.  
 
Accurate and reliable data, fed to the Public via official channels, will enable 
informed and precise Public debate around the area of informants, allowing 
for greater transparency and accountability compared to the data sets that 
exist currently. This in turn will enable a more thorough public assessment of 
the Police use of informants including their effectiveness.  
 
Disclosure of information relating to the way in which public funds are being 
spent will enable individuals to understand and appreciate what the Police 
budget allocation is for informants.  
 
There is information within the public domain confirming that police use covert 
human intelligence sources to assist them with investigations and the effective 
delivery of law enforcement. Disclosure would enhance the public 
understanding of how the Constabulary uses information relating to 
informants and how the intelligence received assists in day-to-day 
investigations, such as operations to support the prevention and detection of 
crime; the apprehension and prosecution of offenders and the administration 
of justice.   
 
Disclosure would also assist in stopping any incorrect rumours or falsehoods 
relating to how the police store and manage how informants assist the police.  
 
Factors Favouring Non-Disclosure 
 
Disclosure of the information requested could identify informant activity within 
a force area.  Over a period of time if several disclosures were made, 
individuals could analyse the information and identify any sudden peaks or 
troughs in informant activity.  This would hinder the prevention and detection 
of crime and also prejudice our ability to maintain confidential sources.  
Consequently, the force’s future law enforcement capabilities would be 
affected.   
 
Provision of information about informants, other than that already published 
on a financial yearly basis, would deter informants from approaching the 
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Police in the future and damage relations. Additionally, it would deter future 
informants from coming forward with invaluable information.  
 
Disclosure of the individual payment amounts to informants would undermine 
the effective relationship held between informant and Constabulary, eroding 
the trust formed and damaging the entire informant system, causing harm to 
retention and recruitment. 
 
Disclosure of this information would not materially advance the public interest 
as the information already in the public domain satisfies the public interests 
with regards to Public funds and accountability.  
 
The Police utilise the use of Informants for useful background and contextual 
information as well as other types of information in advance of the 
commission of an offence. Informants are an extremely versatile and 
invaluable resource, one that cannot be mirrored by existing Policing tactics. 
Any disclosure that would undermine this law enforcement tactic would not be 
made out.  
 
Although it has been argued that factors favouring disclosure relates to 
accurate indications on expenditure, on the contrary, information in relation to 
informants is confidential information used for the Policing Purpose. There is a 
significant amount of regulation in place to regulate the Police use of 
informants including the audit Commission Act 1998 and RIPA 2000, which 
already ensures the Forces are held to account. Onward disclosure therefore 
of this highly sensitive data, which is already managed effectively, would not 
meet the Publics best interest.  
 
In addition, there are significant regulations concerning the police use of 
informants and police expenditure ensuring the police are accountable to 
various regulatory bodies, including the audit commission (under the Audit 
Commission Act 1998) and the Surveillance Commissioner (under the 
Regulation of Investigatory Powers Act 2000). The public interest will 
therefore be served by the provision of information on a financial yearly basis, 
and the knowledge that this process is meticulously regulated.  
 
It may be viewed by those not involved in the management of informants that 
a statistical number in itself is unlikely to cause any such adverse effects.  
However, the subject has to be viewed more as a whole. 
 
Those determined to identify informants have the ability to use small pieces of 
information in order to build a more complete picture and it is the cumulative 
effect of information disclosures that the Police Service feel will lead to this 
prejudice being realised. 
 
This therefore allows us to then engage Section 30(2)(b) as it clearly states 
that information is exempt if ‘it relates to the obtaining of information from 
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confidential sources’.  The key word in this section is ‘relates’ which is not 
clearly defined within the legislation, nor by any case law.  We would therefore 
seek to rely on the clear English understanding of this word, which in the 
Cambridge Dictionary is [relates – to connect].  The sole reason for the 
existence of the requested information is to give the police access to covert 
and sensitive information in order to assist any criminal investigation.   
 
This statement is particularly pertinent when requests are submitted that ask 
numerous specific questions about informants.  In this case the information 
requested is at force level, is not specific to a particular geographic location 
below force level but is asking for a further breakdown by actual amount of 
payment per person per year and to further identify individual’s be gender and 
by those that receive regular payments.  This could potentially lead to an 
individual being identified; therefore Section 40(2) Personal Information will be 
relevant. 
 
Balancing Test 
 
There is information within the public domain confirming that police use covert 
human intelligence sources to assist them with investigations and the effective 
delivery of law enforcement.  The Police Service is tasked with protecting the 
community we serve and solving crime and there is a public interest argument 
in ensuring we are open and transparent with regard to policing investigations 
and operations.  There is no doubt that for the issues outlined above any 
disclosure relating to sensitive informant information would jeopardise those 
important roles. 
 
As has been mentioned, informants play a vital role in assisting the police and 
are based very much on relationships built on trust and the expectation of 
complete confidentiality.  
 
Disclosure of payments at Force level on a financial year basis satisfies the 
Public interest in disclosure, and further breakdown of these figures by 
whatever means, would have a significant impact on retention, recruitment, 
operational vulnerability and identification.  
 
Forces would never disclose information, which would compromise our police 
tactics or jeopardise issues of national security. It is therefore our opinion that 
the balance lies in favour of non-disclosure of the information. 
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In addition to the above, Suffolk and Norfolk Constabulary can neither confirm 
nor deny that any other information is held, relevant to the whole of your 
request, by virtue of the following exemptions: 
 
Section 23(5)  – Information relating to security b odies listed at 

Section 23 (3)  
Section 24(2)  – National Security 
Section 30(3) – Investigations  
 
The police service works in partnership with other agencies in order to combat 
issues such as terrorism and organised crime. As such, bodies listed at 
section 23(3) may sometimes provide information. In this case, I am unable to 
confirm or deny whether Suffolk and Norfolk Constabulary hold any other 
information relevant to your request and sections 23 (5) and 24(2) are cited in 
conjunction to protect the involvement or non-involvement of bodies listed at 
section 23(3). 
 
Section 23(5) is an absolute and class based exemption and I am therefore 
not obliged to consider the harm or public interest factors in non-disclosure. 
 
Section 24(2) is a qualified and prejudice based exemptions and I am 
therefore obliged to articulate my decision by way of a Public Interest Test. 
  
Section 30(3) is a class based and qualified and there is a requirement to 
consider the public interest to ensure neither confirming nor denying any is 
other information held is appropriate.   
 
The above quoted total payments to informants does not include any 
payments made to informants where funding may have been supplied by 
exempt bodies. 
 
Harm for neither confirming nor denying that any other information is held for 
Section 24 
 
Disclosure of informants data could impact on the recruitment and retention of 
CHIS in general, due to the perception of (rather than the actual) risk of 
identification. In an Information Tribunal case relating to the payments made 
to CHIS in Croydon (EA/2010/0006), it was accepted that this argument 
applied as much to CHIS providing intelligence in relation to national security 
concerns as to CHIS engaged in countering more traditional criminal threats.  
In this way, the disclosure of payment information would damage national 
security through discouraging current national security CHIS from cooperating 
with the police service in other geographical areas, or preventing the 
recruitment of national security CHIS in the future – regardless of whether the 
area in question actually currently runs CHIS reporting on serious crime, 
terrorist or other threats.  
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Public Interest test for S24 
 
Factors favouring confirming or denying that any other information is held for 
Section 24 
 
Confirmation or denial that any other information exists relevant to the request 
would lead to a better informed public and the public are entitled to know how 
public funds are spent. The information simply relates to national security and 
disclosure would not actually harm it. 
 
Factors against confirming or denying that any other information is held for 
Section 24 
 
Other organisations outside the police service are also widely engaged in 
rewarding informants in a number of ways, and therefore by confirming or 
denying that any other information exists relevant to the request would harm 
the close relationship that exists with such organisations, where trust and 
confidence in this specific area has been built up in the exchange of 
information and financial assistance during the Criminal Justice process. 
 
To confirm or deny whether the Forces hold any additional information would 
allow inferences to be made about the nature and extent of national security 
related activities which may or may not take place in a given area. This could 
enable terrorist groups to take steps to avoid detection, and as such, 
confirmation or denial would be damaging to national security. 
 
By confirming or denying any policing arrangements of this nature would 
render national security measures less effective. This would lead to the 
compromise of ongoing or future operations to protect the security or infra-
structure of the UK and increase the risk of harm to the public. 
 
Public Interest for Section 30 
 
The Police Service is charged with enforcing the law, preventing and 
detecting crime and protecting the communities we serve.  Confirming that 
information exists could promote public trust in providing transparency and 
demonstrating openness and accountability into how the investigation took 
place.  It could also provide reassurance to the public that the police service 
tasks all reports of a crime seriously and conducts investigations 
appropriately.  To confirm could allow the public to have a better 
understanding of the effectiveness of the Police Service. 
 
However, by its very nature information held relating to informants is sensitive 
in nature. Under FOI there is a requirement to comply with S1(1)(a) and 
confirm what information is held. In some cases it is that confirmation, or not, 
which could disclose facts harmful to informants. In some cases there mere 
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existence can place individuals in grave danger. The only methodology which 
will provide the required degree of protection to those individuals is if the force 
takes advantage of its ability under FOI legislation to, when appropriate, not 
confirm or deny that the information requested, is or is not held. The Police 
Service will never disclose information which could identify investigative 
activity and therefore undermine their investigations.  To do so would hinder 
the prevention or detection of crime. 
 
Balancing test 
 
The Police Service is charged with enforcing the law, preventing and 
detecting crime and protecting the communities we serve. The security of the 
country is of paramount importance and the Police service will not divulge 
whether any other information is or is not held if to do so would place the 
safety of an individual at risk or undermine National Security. Whilst there is a 
public interest in the transparency of policing operations and investigations, 
providing assurance that the police service is appropriately and effectively 
engaging with the threat from criminals, there is a very strong public interest in 
safeguarding both national security and the integrity of police investigations 
and operations in this highly sensitive area. As much as there is public 
interest in knowing that policing activity is appropriate and balanced in matters 
of national security, this will only be overridden in exceptional circumstances.  
These points were agreed by the Information tribunal in the case of ICO v 
Metropolitan Police, EA/2010/2006, where the request was for informant 
spend at borough level. Although the information in this case was subject to 
substantive exemptions, the key public interest balancing point, was highly 
persuasive. 
 
‘CHIS are given strong guarantees that their identities will be protected. In 
some instances, a prosecution may be stopped rather than risk the identity, or 
in some cases even the existence, of a CHIS being revealed. We accept the 
evidence of DI D as to the “paranoia” of those acting, or contemplating acting, 
as a CHIS and accept that they would view the disclosure of the disputed 
information as a breach of confidence that would significantly undermine their 
confidence in having their identities protected.’ 
 
It is therefore our opinion that for these issues the balancing test for 
confirming or not that information is held, is not made out 
 
This should not be taken as an inference that there is or is not any further 
information to that which has been disclosed to you in responding to this 
request. 
 
 


